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1. ●▬♪ꜝ▬fi─ ≤  

1.1.  

☻ⱴ⁸│▫♥◦♩כ ─ ⌐╟╡⁸ ╛ ─ ╩☻ⱦכ◘╛ ה

∆╢ ≢ ─ ─ ╩ ╢≤≤╙⌐⁸ ╛ ╩ ╘√ √⌂ ╩ ∆╢

≢№╢⁹₈ ▬ⱡⱬכ◦ꜛfi 2020₉ 17 ≢│⁸Society5.0

─ ─ ≤⇔≡☻ⱴכ♩◦♥▫⅜ ≠↑╠╣⁸ ─ ─ ≢ ╩

⇔≡™ↄ↓≤≤↕╣≡™╢⁹ 

≢⁸ ─☿fi◘כ╛◌ⱷꜝ ─ IoT ⅜ ⇔⁸ ⅜♃כ♦⌂ ∆╢↓≤⅜

↕╣╢☻ⱴ⁸│▫♥◦♩כ ⌐◘▬Ᵽכ ─ꜞ☻◒⌐↕╠↕╣╢ ╣⅜№╢⁹╕√⁸

─ⱪꜝ♇♩ⱨ◊כⱶ ≢ ⅜♃כ♦⌂₁ ─♃כ♦⁸╘√╢∆ ╛ ♃כ♦⌂

─√╘─ ╖─ ╙ ♃כ♦⁹╢╣╠╘ ∞↑≢⌂ↄ⁸☻ⱴכ♩◦♥▫─◦☻

♥ⱶ ה ⌐│ ⌂ ⅜ ╦╢↓≤⅛╠⁸◦☻♥ⱶ ≤⇔≡─☿◐ꜙꜞ♥▫─ ╡

⌐≈™≡⁸ ≢ ─ ╩ ∆╢↓≤⅜ ≤⌂╢⁹ 

⇔⅛⇔⌂⅜╠⁸ ⌐⅔™≡│⁸ ⌂ IoT ◦☻♥ⱶ ⌐⅔↑╢☿◐ꜙꜞ♥▫⌐≈

™≡↓╣╕≢ ↄ─ ⅜ ╘╠╣≡⅔╡⁸●▬♪ꜝ▬fi ╙ ↕╣≡™╢ ≢⁸☻

ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫⌐ ⇔√ │ ≢⌂ↄ⁸●▬♪ꜝ▬fi ─ ⌂

╙ ↕╣≡™⌂™─⅜ ≢№╢⁹ 

∕─√╘⁸ ⁸ ₁⌂ ╛ ⌐⅔™≡⁸ ה ⌂☻ⱴכ♩◦♥▫⅜

≢⅝╢╟℮⁸ ●▬♪ꜝ▬fi≢│⁸ ⁸ ⁸☻ⱴכ♩◦♥▫ ┘☿◐ꜙꜞ♥▫

⌐ ╦╢ ICT ─ ⅛╠⌂╢꞉כ◐fi◓◓ꜟכⱪ≢─ ╩ ∂≡⁸☻ⱴכ♩◦♥▫

─☿◐ꜙꜞ♥▫─ ⅎ ╛☻ⱴכ♩◦♥▫ ─☿◐ꜙꜞ♥▫ ⌂≥⌐≈™≡ ╩

╖√⁹ 

●▬♪ꜝ▬fi⅜⁸☻ⱴכ♩◦♥▫⌐ ╦╢№╠╝╢ ⅜☻ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫

─ ╡ ⌐≈™≡ ה ∆╢⌐ √∫≡─ ≤⌂╢↓≤╩ ∆╢⁹ 

 

1.2.  

●▬♪ꜝ▬fi│⁸ ⌂ ⅜ ⌐ ⇔⁸⅛≈ ⅜♃כ♦⌂₁ ∆╢≤™℮☻ⱴכ

♩◦♥▫─ ╩ ╕ⅎ⁸ ⅜ ה ∆═⅝☿◐ꜙꜞ♥▫─ ⅎ ╩ ⇔≈≈⁸∕╣

⌐ ⇔≡ ∆╢↓≤⅜ ↕╣╢ ≤∕─ ⌐≈™≡ ∆↓≤≢⁸ ה ⌂☻ⱴ

─▫♥◦♩כ ⌐ ∆╢≤≤╙⌐☻ⱴכ♩◦♥▫─ ╩ ╢╙─≢№╢⁹ 

⌐│⁸ ●▬♪ꜝ▬fi╩ ∂⁸ ─ ⌐⅔™≡ ─ ⅜ ∆╢↓≤╩

∆╢⁹ 



   

 

4 
 

¶ ●▬♪ꜝ▬fi╩ ⇔√☿◐ꜙꜞ♥▫ ─ ⌐╟╢⁸☻ⱴכ♩◦♥▫─☿◐ꜙꜞ

♥▫⁸ ⁸ ┘ ꜠☺ꜞ◄fi☻ ─ ⁹1 

¶ ≢☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ∆╢↓≤⌐╟╢⁸ ⌂ ╩ ∂√

☿◐ꜙꜞ♥▫ ─ ה  

 

1.3.  

●▬♪ꜝ▬fi│⁸ ─ ▬ⱡⱬכ◦ꜛfi ⱪ꜡◓ꜝⱶ SIP ⌐⅔™≡ ↕

╣≡™╢☻ⱴכ♩◦♥▫ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗ ⁸₈ꜞⱨ□꜠fi☻▪כ◐♥◒♅

ꜗ₉≤™℮⁹ ╩ ≤⇔≡™╢⁹╕√⁸ ⌂ ∞↑≢⌂ↄ ⌂ ≢─☿◐ꜙꜞ♥▫

⌐≈™≡╙ ∆╢↓≤≢⁸☻ⱴכ♩◦♥▫ ≤⇔≡─☿◐ꜙꜞ♥▫⅜ ≢⅝╢ ⌐⇔

≡™╢⁹ 

●▬♪ꜝ▬fi⌐ ↕╣≡™╢ ⅎ ╛ ⁸ │⁸☻ⱴכ♩◦♥▫╩ ה

∆╢⌐№√╡⁸ ⌐ ה ∆╢↓≤⅜ ↕╣╢ ⌐≈™≡ ⇔≡⅔╡⁸

⌂╙─≤⌂∫≡™⌂™⁹∕─√╘⁸ ●▬♪ꜝ▬fi─ ⌐⅔™≡│ ●▬♪ꜝ▬fi╩

⅜ ∆╢☻ⱴכ♩◦♥▫⌐⅔↑╢☿◐ꜙꜞ♥▫ ╩ ∆╢√╘─ ≤⇔≡™√∞ↄ

≤≤╙⌐⁸ ⌐ ∂≡ ●▬♪ꜝ▬fi ─ ╛●▬♪ꜝ▬fi ╩ ∆╢↓≤╩

∆╢⁹ ─ ╛●▬♪ꜝ▬fi ⌐≈™≡│₈5. 2.  ─●▬♪ꜝ▬fiה

┼─ ₉⌐ ╩ ∆╢⁹ ╕√⁸☻ⱴכ♩◦♥▫│ ╛ ≤™∫√ ₁⌂ ⌐⅔

™≡ ↕╣╢↓≤⅜ ↕╣╢⅜⁸ ⌐⅔™≡│∕╣∙╣─ ≢ ⌐ ∆╢↓

≤⅜ ↕╣╢ ╛ ∆═⅝ ⌐≈™≡ ⇔≡™╢↓≤⌐ ∆╢⁹ 

∕─ ⁸ ●▬♪ꜝ▬fi⌐│ ₁⌂☿◐ꜙꜞ♥▫ ─ ⅜ ↕╣≡™╢⅜⁸∕─

╩ ⅜ ∆═⅝⅛⌐≈™≡│☻ⱴכ◘─▫♥◦♩כⱦ☻╛ⱦ☺Ⱡ☻─ ⌐ ⅝ↄ

∆╢↓≤⅛╠⁸ ₁─☻ⱴכ♩◦♥▫↔≤⌐ ∆╢↓≤╩ ∆╢⁹ 

 

1.4.  

●▬♪ꜝ▬fi─ ∆╢ ╩ ⌐ ∆⁹ 

ᵑ☻ⱴכ♩◦♥▫ ╩ הכ♫כ○☻ⱦכ◘╢∆ ה  

ᵒ☻ⱴכ♩◦♥▫ ⌐ ╦╢ ⅔╟┘  

♪►ꜝ◒ה ⁸ OS ─◦☻♥ⱶ  

IoTה ⁸Ⱡ♇♩꞉כ◒ ─ ⱷכ◌כ 

                                                   
1 ●▬♪ꜝ▬fi⌐⅔↑╢₈ ה ₉▫♥ꜞꜙ◐☿₈הⱨ♥▫₉כ☿⁸₈│₉ ┘₈ꜞꜝ▬▪ⱦꜞ♥▫₉╩ ╪∞

Trustworthiness ╩ ∆╢ ≢№╡⁸☻ⱴכ♩◦♥▫ꜝ▬ⱨ◘▬◒ꜟ─☿כⱨ♥▫⁸☿◐ꜙꜞ♥▫⁸ꜞ

ꜝ▬▪ⱦꜞ♥▫⅜ ↕╣≡™╢↓≤≢№╢⁹╕√⁸NIST₈CPS Framework ₈ה₉▫♥ꜞꜙ◐☿⁸₈│≢₉ ה₉

₈ ₉ ≤ ╪≢₈ ꜠☺ꜞ◄fi☻ ₉⅜ ─ ⌐⌂∫≡™╢⁹ 
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fiꜛ◦כ◔ꜞⱨ♩►▼▪⁸▪ⱪ♁ה ☻ⱦכ◘─  

♃כ♦♪ꜟכ▫⁸ⱨ♃כ♦כ◘fi☿ה ♃כ♦─   

 

 

 ─▬ⱷכ☺ 

1.5.  

●▬♪ꜝ▬fi│⁸₈ ●▬♪ꜝ▬fi─ ≤ ₉⁸₈ ☻ⱴכ♩◦♥▫☿◐ꜙꜞ♥▫─

ⅎ ₉⁸₈ ◌♥◗ꜞ⌐⅔↑╢☿◐ꜙꜞ♥▫₉⁸₈ ☻ⱴכ♩◦♥▫ ─☿◐ꜙꜞ♥▫

₉₈ ☿◐ꜙꜞ♥▫ ≤ ₉─ ⅛╠ ↕╣╢⁹ 

¶ ⌐⅔™≡│⁸ ●▬♪ꜝ▬fi─ ⁸ ⁸ ⁸ ╩ ⇔√⁹ 

¶ ⌐⅔™≡│⁸☻ⱴכ♩◦♥▫╩ ∆╢ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗ≤∕╣⌐

∆╢ ≢☻ⱴכ♩◦♥▫☿◐ꜙꜞ♥▫─ ⅎ ╩ ∆⁹ 

¶ ⌐⅔™≡│⁸ ≢ ⇔√ ⅎ ⌐ ≠™≡ ⇔√ ◌♥◗ꜞ⌐⅔™≡ ≤↕

╣╢☿◐ꜙꜞ♥▫ ╩ ∆⁹ 

¶ ⌐⅔™≡│⁸ ◌♥◗ꜞ⌐⅔↑╢☿◐ꜙꜞ♥▫≤│ ⌐ ⅎ╢ ─№╢☻ⱴכ♩

◦♥▫ ─☿◐ꜙꜞ♥▫ ─ ≢ ╩ ™⁸ ∆╢↓≤⅜ ↕╣╢

≤∕─ ╩ ∆╢⁹ 

¶ ⌐⅔™≡│⁸ ⁸ ─ ⌐ ∆╢ ╛☻כ◔☻כꜚ─ ⌂
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╩ ∆⁹ 

 

1.6.  

─ ╩ ╕ⅎ√ ●▬♪ꜝ▬fi─ ╩ ⌐ ∆⁹ 

ᵑ ⌐⅔™≡⁸ ●▬♪ꜝ▬fi─ ⁸ ⱪכ◖☻⁸ ╩ ∆╢⁹ 

ᵒ ⌐⅔™≡⁸☻ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫⌐ ∆╢ ⅎ ╩ ∆╢⁹ 

ᵓ ⌐⅔™≡⁸ ─ ⅎ ⌐ ≠ↄ ⌐ ∆═⅝☿◐ꜙꜞ♥▫ ⌐≈™≡

∆╢⁹ 

ᵔ ⌐⅔™≡⁸☻ⱴכ♩◦♥▫─ ┘∕╣╩ ╕ⅎ√☿◐ꜙꜞ♥▫ ⁸ꜞ☻

◒⁸ ⌐≈™≡ ∆╢⁹ 

ᵕ ⅜ ∆╢☻ⱴכ♩◦♥▫─ ╛ ╩ ╕ⅎ√ꜞ☻◒ ╩ ∫√ ≢⁸

⌐⅔↑╢☿◐ꜙꜞ♥▫ ╩ ⌐☿◐ꜙꜞ♥▫ ╩ ∆╢⁹ 
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2. ☻ⱴכ♩◦♥▫☿◐ꜙꜞ♥▫─ ⅎ  

2.1. ☻ⱴכ♩◦♥▫ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗ 

●▬♪ꜝ▬fi│⁸☻ⱴכ♩◦♥▫─ ╩│∂╘≤⇔√⁸☻ⱴכ♩◦♥▫⌐ ╦╢

⅜⁸IoT ♃כ♦╛ ─√╘─ ♃כ♦ⱦ☻⁸כ◘⁸ ⌐⅔↑╢☿◐ꜙꜞ♥

▫ ╩ ∆╢╙─≢№╢⁹ 

☻ⱴכ♩◦♥▫│ ⌐⅔™≡ ─ ה ≢№╡⁸ ↕╣╢ ╖⅜∕╣∙

╣─☻ⱴכ♩◦♥▫⌐╟∫≡ ⌂╢↓≤⅜ ↕╣╢√╘⁸☻ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫─

⌐№√∫≡│⁸ ●▬♪ꜝ▬fi≢│⁸ ≢ ↕╣√ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗ─

╩ ─ ≤⇔≡⁸☿◐ꜙꜞ♥▫─ ⅎ ╛☿◐ꜙꜞ♥▫ ⌐≈™≡ ⇔≡™╢⁹ 

╕√⁸ ─ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗ╩ ╕ⅎ≈≈⁸◦☻♥ⱶꜝ▬ⱨ◘▬◒ꜟ─ ≢

⌐ ≤⌂╢ ⁸ ה ⁸ ⌐⅔↑╢☿◐ꜙꜞ♥▫ ⌐ ⇔≡ ⇔≡™╢⁹ 

 

 

 

 Society5.0 ─ꜗ♅◒♥◐כ▪▫♥◦♩כⱴ☻≥ꜗ♅◒♥◐כ▪─  
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☻ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫─ ⅎ ╩ ∆╢⌐№√╡⁸╕∏│ ⅜ ⇔√

₈☻ⱴכ♩◦♥▫ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗⱱ꞉▬♩ⱭכⱤ₉כ⌐ ↕╣≡™╢ꜞⱨ□

꜠fi☻▪כ◐♥◒♅ꜗ⌐⅔↑╢ ─ ╩ ⌐ ∆⁹ 

 

ᵑ☻ⱴכ♩◦♥▫  

☻ⱴכ♩◦♥▫ │⁸∕╣∙╣─ ⅜≥─╟℮⌐ ─ ╩ ∆╢─⅛≤™

℮ ╩ ↄ╙─≢№╢⁹ꜞⱨ□꜠fi☻▪⁸│≡™⅔⌐ꜗ♅◒♥◐כ ─ⱨ꜠כⱶ꞉

─◒כ ╩⇔≡⅔╡⁸ ⱨ꜠כⱶ꞉כ◒⌐╟∫≡ ⌐ ≠ↄ☻ⱴכ♩◦♥▫─

⅜ ⌐ ↕╣⁸ ─ ☻ⱦכ◘╛ ⌐≈⌂⅜╢⁹ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ☻ⱴכ♩◦♥▫ ─▬ⱷכ☺ 
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ᵒ☻ⱴכꜟ▫♥◦♩כꜟ 

☻ⱴכ♩◦♥▫ ╩ ה ⇔⁸ ₁⌂ ☻ⱦכ◘╛ ╩ ∆╢⌐№√∫≡│⁸

☻ⱦכ◘╛ ⌐ ∆╢ ╩ꜟכꜟ⌂ ⌐⅔™≡ ⇔⁸ ∆╢↓≤⅜

≢№╢⁹☻ⱴכ♩◦♥▫─ ⌐⅔™≡│⁸₈ ₉₈ ≢ ╘╢ ꜝ♪▬●ה

▬fi₉₈ ה ─ ⁸ ─ꜟכꜟ⅜₉ ≤⌂╢⁹ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ☻ⱴכꜟ▫♥◦♩כꜟ─▬ⱷכ☺ 

 

ᵓ☻ⱴכ♩◦♥▫  

☻ⱴכ♩◦♥▫─ │⁸☻ⱴכ♩◦♥▫ ─ ה ⌐ ⇔≡ ה ה

╩ ≈↓≤⅜ ↕╣≡™╢₈ ₉─╒⅛⁸☻ⱴכ◘▫♥◦♩כⱦ☻2╩◘כⱦ☻

⌐ ☻ⱦכ◘₈╢∆ ₉╩│∂╘≤∆╢⁸☻ⱴכ♩◦♥▫─ ⌂ ┘

⌐№√∫≡ ⌂╢ ╩ ℮ ↄ─ⱪ꜠כꜘכ כ♄ꜟⱱ◒כ♥☻ ⅜ ≤⌂╢⁹

─⧵╛כ♄ꜟⱱ◒כ♥☻⌂ │ ╩ ↕╣√™⁹⌂⅔⁸ ●▬♪ꜝ▬fi

⌐⅔™≡│⁸ ─כ♄ꜟⱱ◒כ♥☻─ ☻ⱦכ◘⁸ ╩ ↄ☻ⱴכ♩◦♥

▫╩ ה ∆╢ ╩₈ⱴꜟ♅☻♥כ◒ⱱꜟ♄₉כ≤ ┬↓≤≤∆╢⁹ 

 

 

 

                                                   
2 ꜞⱨ□꜠fi☻▪⁸≡™⅔⌐ꜗ♅◒♥◐כ☻ⱴכ◘▫♥◦♩כⱦ☻│₈ OS╩ ╛♃כ♦≡∂

≥☻ⱦכ◘ ⇔√ ≢ ⌐ ↕╣╢╙─₉≤ ↕╣≡™╢⁹ 
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 ☻ⱴכ♩◦♥▫ ─▬ⱷכ☺ 
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ᵔ☻ⱴכ♩◦♥▫ⱦ☺Ⱡ☻ 

☻ⱴכ♩◦♥▫⌐⅔↑╢ⱦ☺Ⱡ☻│⁸ ☻ⱦכ◘ה ─ ≤ ─ ─ ™─

╛╡ ╡╩ ⌐ ∆₈ⱦ☺Ⱡ☻⸗♦ꜟ₉≤ ⌐☼כ♬─ ╩☻ⱦכ◘√∫ ∆╢

₈ ♦◙▬fi₉⁸ OS╩ ╛♃כ♦≡∂ ≥☻ⱦכ◘ ⇔√ ≢ ⌐ ∆╢

≢ⱦ☻₉כ◘₈ ─ⱦ☻₉כ◘⁹₈╢╣↕ ⌂ ≤⇔≡│⁸►▼Ⱪ◘▬♩╛▪ⱪꜞ╩

∂√ ⅜ →╠╣╢⁹ 

 

 

 ☻ⱴכ♩◦♥▫ⱦ☺Ⱡ☻כ◘הⱦ☻─▬ⱷכ☺ 

 

ᵕ☻ⱴכ♩◦♥▫  

☻ⱴכ♩◦♥▫ │⁸ OS ≢ ∆╢ ☻ⱴכ◘▫♥◦♩כⱦ☻⅜⁸ OS╛

─☻ⱴכ◘▫♥◦♩כⱦ☻≤ ☻ⱦכ◘₈─╘√╢∆ ₉╛⁸ OS─ ╛⁸

OS≤ ∆╢▪ⱪꜞ◔כ◦ꜛfi╛ ◦☻♥ⱶ⌐ ⇔≡⁸ OS⅜ ⌐ ∂≡

╩ ∆╢₈ ₉⁸ OS≤ ∆╢☻ⱴכ◘▫♥◦♩כⱦ☻╩ ⇔⁸ ⌐ ∆╢

⅜ⱦ☻ⱴⱠ☺ⱷfi♩₉כ◘₈─╘√ ≤⌂╢⁹ 

 

ᵖ☻ⱴכ♦▫♥◦♩כ♃ 

☻ⱴ⁸│♃כ♦▫♥◦♩כ OS⌐ ה ─♃כ♦╢∆ ⁸ ┘ ה

╛ ◦☻♥ⱶ⌐ ╩♃כ♦√╣↕ ⅜ⱴⱠ☺ⱷfi♩₉♃כ♦₈╢∆ ≤⌂╢⁹ 

 

ᵗ☻ⱴכ♦▫♥◦♩כ♃  

☻ⱴכ♦▫♥◦♩כ♃ ─♃כ♦⁸│ ⁸ ┘ ∆╢☻ⱴכ♩◦♥▫▪☿♇♩╛

◦☻♥ⱶ─ ה ─ ≤⁸☻ⱴכ♩◦♥▫▪☿♇♩┼─ ╩ ∆╢₈▪☿♇♩

ⱴⱠ☺ⱷfi♩₉⁸☻ⱴכ♩◦♥▫▪☿♇♩╛ ◦☻♥ⱶ≤─▬fi♃ⱨ▼כ☻╩ כ♦⁸⇔

♃⸗♦ꜟ╛ⱪ꜡♩◖ꜟ─ ╩ ♃כ♦⇔ ♃כ♦⁸ ∆╢₈ ♃כ♦ ₉─

≈⅜ ≤⌂╢⁹ 

 

β⌂⅔⁸↓─☻ⱴכ♩◦♥▫ ⁸☻ⱴ⁸♃כ♦▫♥◦♩כ☻ⱴכ♦▫♥◦♩כ♃ ─ 3

╩ ∂≡₈ OS₉≤ ┘⁸↓─ OS│⁸☻ⱴכ♩◦♥▫─ ⁸ ⌐№√╡∕
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─◦☻♥ⱶ─ ≤⌂╢╙─≢№╡⁸☻ⱴכ♩◦♥▫╩ ⇔╟℮≤∆╢ ⅜ ⌐

∆╢ ⅜ ↕╣⁸☻ⱴכ♩◦♥▫≢ ∆╢ ₁⌂ ─☻ⱦכ◘─ ╩ ⌐

↕∑╢↓≤╩ ∆╢ IT ◦☻♥ⱶ≢№╢⁹ 

 OS─▬ⱷכ☺ 

 

ᵘ☻ⱴכ♩◦♥▫▪☿♇♩ 

☻ⱴ⁸│≥♩♇☿▪╢↑⅔⌐▫♥◦♩כ ⌐∕─ ⌐ ∆╢ ╛ ≢№╡⁸

OS╩ ♃כ♦≡⇔ ╛ ↕╣╢╙─≢№╢⁹ 

☻ⱴ⁸│♩♇☿▪▫♥◦♩כ ╩ ∆╢√╘⌐ ─♃כ♦⌂ ╩ ≤⇔⁸

╛ ♃כ♦╩ ∆╢√╘─♦Ᵽ▬☻╛⁸∕╣╠╩ OS⌐ ∆╢√╘─Ⱡ♇♩꞉⁸◒כ

⌂≥⅛╠ ↕╣╢⁹ 

⁸│♃כ♦╢╣↕ ₁⌂ IoT ☿fi◘כ⌂≥─☿fi◘כ♦Ᵽ▬☻⅛╠ ↕╣╢ ה

⌂≥─ ⁸♃כ♦ ─ ⁸≤⌂♃כ♦  ⁹╢№⅜♃כ♦⌂₁
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 ☻ⱴכ♩◦♥▫▪☿♇♩─▬ⱷכ☺ 

  

2.2. ☻ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫ ─▪ⱪ꜡כ♅ 

●▬♪ꜝ▬fi≢│⁸☻ⱴכ♩◦♥▫─☿◐ꜙꜞ♥▫╩ ∆╢▪ⱪ꜡⁸≡⇔≥♅כꜞⱨ□

꜠fi☻▪כ◐♥◒♅ꜗ≢ ↕╣≡™╢ ≈─ ─℮∟⁸ ↕╣╢ ╛ꜞ☻◒⁸∕─☿◐

ꜙꜞ♥▫ ⅜ ≢⅝╢ ╩◌♥◗ꜞ≤⇔≡ ⇔√⁹ ⌐│⁸ ⌐ ∆╟℮

⌐⁸₈●Ᵽ♫fi☻₉₈◘כⱦ☻₉₈ OS₉₈▪☿♇♩₉─ ≈─◌♥◗ꜞ⌐ ⇔⁸∕╣∙╣─

◌♥◗ꜞ⌐⅔↑╢ ─ⱳ▬fi♩≤ ⌐≈™≡ ⇔√⁹ 

⌂⅔⁸╙℮ ≈─ ≤⇔≡⁸↓─ ≈─◌♥◗ꜞ│ ≤ ≤™℮ ≈⌐

∆╢↓≤╙ ≢№╡⁸ ─▪ⱪ꜡כ♅⅛╠☿◐ꜙꜞ♥▫╩ ∆╢↓≤≢☻ⱴכ♩◦

♥▫ ≤⇔≡─☿◐ꜙꜞ♥▫ ╩ ∆╢↓≤⅜ ≤⌂╢⁹ 

 

 ☻ⱴכ♩◦♥▫ꜞⱨ□꜠fi☻▪כ◐♥◒♅ꜗ╩ ╕ⅎ√◌♥◗ꜞ ↑ 

●Ᵽ♫fi☻ 

 ☻ⱦכ◘

OS 

▪☿♇♩ 
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 ◌♥◗ꜞ⌐⅔↑╢ ≤☿◐ꜙꜞ♥▫  
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2.3. ◌♥◗ꜞ⌐⅔↑╢☿◐ꜙꜞ♥▫─ ⅎ  

●▬♪ꜝ▬fi⌐≡ ⇔√ ≈─◌♥◗ꜞ⌐⅔↑╢☿◐ꜙꜞ♥▫─ ⅎ ╩ ⌐ ∆⁹ 

ᵑ●Ᵽ♫fi☻ 

  ☻ⱴכ♩◦♥▫ ─ ╛ ─ ─ ⁸ ╩ ↕∑≡™ↄ√╘─ꜟכꜟ╛

╡⁸ ─ ⁸☻ⱴכ♩◦♥▫─ ╡ ╩ ∆╢◌♥◗ꜞ≢№╢⁹

◌♥◗ꜞ≢ ⇔√ ☻ⱴכ♩◦♥▫╩ ה ⌐⅔™≡≥─╟℮⌐ ≡⁸

ה ⇔≡™ↄ⅛⁸≥℮ ⇔≡™ↄ⅛ ⅜⁸ ─ ≈─◌♥◗ꜞ─ ─ ╩

≠↑╢↓≤≤⌂╡⁸∕╣│☿◐ꜙꜞ♥▫⌐⅔™≡╙ ≤⌂╢⁹ 

⅝⌂ ⌐≈™≡│╙∟╤╪∞⅜⁸☿◐ꜙꜞ♥▫─ ≢╙⁸☻ⱴכ♩◦♥▫

≤⇔≡≥─╟℮⌂☿◐ꜙꜞ♥▫ⱳꜞ◦כ╩ ∆╢⅛⁸ ╘╢═⅝☿◐ꜙꜞ♥▫ │≥℮

№╢═⅝⅛⁸≥℮™∫√ ≢ ∆╢⅛ ⌐≈™≡⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢

≤⇔≡ ╩∆╢↓≤⅜ ≤⌂╢⁹ 

☻ⱴכꜟ╢↑⅔⌐▫♥◦♩כꜟ╩ ∆╢ │⁸ ⁸ ♃כ♦

⁸EU ♃כ♦ GDPR≤™∫√ ─ ╛⁸∕╣∙╣─ ⌐⅔↑╢

╛●▬♪ꜝ▬fi╩ ∆╢↓≤⌐ ∆╢⁹ 

╕√⁸☻ⱴכ◘╩▫♥◦♩כⱦ☻≤⇔≡ ∆╢√╘─ⱦ☺Ⱡ☻ BCP⌐≈™≡

╙ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ╩ ™⁸ ╛∕╣∙╣─ ⁸ ⌂≥⌐≈

™≡ ⇔≡⅔ↄ↓≤⅜ ╕⇔™⁹ 

ᵒ◘כⱦ☻ 

₈●Ᵽ♫fi☻₉≢ ╘√ ⌐☻ⱦכ◘╩ ≤⇔ ☻ⱦכ◘≢↓↓⁸╡№≢ꜞ◗♥◌╗

╛ⱦ☺Ⱡ☻⸗♦ꜟ⅜ ↕╣╢⁹☿◐ꜙꜞ♥▫─ ⅛╠│⁸ ╩☻ⱦכ◘√╣↕ ╕ⅎ⁸

╢═⅝ ╛ ⱨ□◦ꜞ♥▫╛♦כ♃ ╩ ∆╢↓≤⅜ ≤⌂╢⁹╕√⁸ⱦ☺Ⱡ

☻⸗♦ꜟ⅜ ↕╣╢↓≤≢⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ⅜ ╠⅛⌐⌂╢√╘⁸∕

─⸗♦ꜟ╩ ⌐☿◐ꜙꜞ♥▫⌐ ∆╢ ⌐≈™≡ ∆╢↓≤⅜ ≤⌂╢⁹₈

OS₉₈▪☿♇♩₉⌐⅔™≡│⁸↓↓≢ ╘╠╣√ ╩ ⇔√ ≢⁸ ⌂☿◐ꜙꜞ♥

▫ ╩ ה ∆╢↓≤⅜ ╘╠╣╢⁹ 

ⱦ☻₉⌐⅔™≡│⁸כ◘⁸₈√╕ ⌐►▼Ⱪ◘▬♩╛▪ⱪꜞ╩ ☻ⱦכ◘≡∂ ↕╣

─⧵⁸⅜╢№⅜☻כ◔╢ ─≥◙כꜚ≢↓↓│ ⅜ ∂╢↓≤⅛╠⁸∕╣╠▪ⱪꜞ─☿

◐ꜙꜞ♥▫⌐≈™≡╙ ⇔⁸ ∆╢↓≤⅜ ╘╠╣╢⁹ 

⌂⅔⁸ ─ⱦ☺Ⱡ☻⸗♦ꜟ⌐ ⇔≡│⁸☻ⱴכ♩◦♥▫╩ ⇔≡™ↄ ≢ ₁⌐ ⅜

╦∫≡™ↄ↓≤⅜ ↕╣╢√╘⁸∕─ ∆╢ⱦ☺Ⱡ☻⸗♦ꜟ⌐ ∂≡☿◐ꜙꜞ♥▫─

╡ ╙ ∆╢ ⅜№╢⁹╕√⁸▪ⱪꜞ─☿◐ꜙꜞ♥▫╩ ∆╢ │⁸ ה

─☻ⱦכ◘≡∫⌂≥▫♥ꜞⱦ◙כꜚ⌂ ⅜ ⇔ↄ ⌂╦╣╢↓≤⅜⌂™╟℮⁸Ᵽꜝfi
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☻╩ ⅎ≈≈⁸ ⌂☿◐ꜙꜞ♥▫╩ ∆╢↓≤⌐ ∆╢⁹ 

 

ᵓ OS 

₈▪☿♇♩₉⅛╠ ⇔√ ╩ ⁸ ⇔⁸ ╛ⱦ☻₉כ◘₈⌐ ─ OS כ♦┼

♃╩ ∆╢√╘─ⱪꜝ♇♩ⱨ◊כⱶ≤⇔≡─ ╩ ℮◌♥◗ꜞ≢№╢⁹ OS│◒ꜝ

►♪ ─ ⅜ ↕╣╢↓≤⅛╠⁸ⱪꜝ♇♩ⱨ◊כⱶ ─☿◐ꜙꜞ♥▫≤⇔≡

⌂◒ꜝ►♪☿◐ꜙꜞ♥▫─ ⁸▪◒☿☻ ─♃כ♦⁸ ⁸◦☻♥ⱶ╛☿◐

ꜙꜞ♥▫─ ⁸ ⅜ ╘╠╣╢⁹ 

OS│₈◘כⱦ☻₉⁸₈▪☿♇♩₉╛ ─ OS⌂≥─ ◦☻♥ⱶ≤ ╩ ∟⁸

─♃כ♦⌂ ⅜ ∆╢↓≤⅛╠⁸ OS ≤─ ╩ ℮ ≢ ╛ ⌂ⱪ

꜡♩◖ꜟ╩ ∆╢↓≤⌐≈™≡╙ ∆╢ ⅜№╢⁹ 

╕√⁸ OS─ⱪꜝ♇♩ⱨ◊כⱶ≤⇔≡⁸ ─◒ꜝ►♪ ⅜ ∆╢ IaaSהPaaS

╩ ∆╢ │⁸ OS⅜ ⱦ☻꜠ⱬꜟ⌐≈™≡╟ↄכ◘╢╘ ⇔√℮ⅎ≢⁸∕─◘

╩ꜟⱦ☻꜠ⱬכ √∆∞↑─ ╛ ⅜ ╩☻ⱦכ◘♪►ꜝ◒╢⅝≢ ∆╢↓

≤⅜ ↕╣╢⁹ 

⌂⅔⁸ OS ⌐⅔↑╢ ╩ ⅎ√♦כ♃ ╛⁸ ─ OS≤ ⇔√ ♃כ♦─

─ ─ ╡ ⌐ ⇔≡│⁸╕∞ ⌐⅔↑╢ ╛ ⅜ ≢⌂™↓≤⅛╠⁸ ⁸

●▬♪ꜝ▬fi╩ ∆╢ ⌐ ╩ ה ⇔≡™ↄ⁹ 

 

ᵔ▪☿♇♩ 

  ╩ ∆╢√╘⌐ ╩♃כ♦⌂ ⇔⁸₈ OS₉┼ ∆╢◌♥◗ꜞ≢№╡⁸♦

Ᵽ▬☻⁸Ⱡ♇♩꞉⁸◒כ ⅛╠ ≢ⱦ☻₉כ◘₈│≢↓↓⁹╢╣↕ ≤⌂╢

╩≥℮ ∆╢⅛⁸₈ OS₉⌐≥℮™∫√ ≢ ╩ ∆╢⅛ ─ ╩ ℮⁹ 

ⱦ☻⌐╟∫≡IoTכ◘╢∆ ╛ ╡ ⅜≤⌂♃כ♦℮ ↕╣╢↓≤⅜ ↕╣

╢√╘⁸ ≡─ ⌐ ⇔≡ ─☿◐ꜙꜞ♥▫ ╩ ∆╢↓≤⅜ ≢№╢⅜⁸ ≡

─♃כ♦─ ≤╙⌂╢↓≤⅛╠⁸ ⅜ ↕╣╢◌♥◗ꜞ≢╙№╢⁹∕─√╘⁸

─ ╩ ∆╢↓≤╛⁸ ╩ ⌐ ∆╢↓≤⁸▬fi♃כⱠ♇♩╩ ⇔≡

≤ ╩∆╢ │ ╩ ℮↓≤ ⅜ ╘╠╣╢⁹ 

⌂⅔⁸ ─ ≢│⁸ ╡ ⌐♃כ♦℮ ⌂≥─ ─ ™ ⅜ ╕

╣╢ ⁸ ⌐╙ ∆╢ ─♃כ◄ꜙ♅◒▪⁸⇔╢№⅜ ⁸ ⌐ ⅝

⌂ ╩ ⅎ╢╟℮⌂◘כⱦ☻─ │ ─ ⅛╠ ⌐╙ ∆╢ ⅜№

╢⁹ 
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3. ◌♥◗ꜞ⌐⅔↑╢☿◐ꜙꜞ♥▫ 

3.1. ●Ᵽ♫fi☻ 

◌♥◗ꜞ│⁸☻ⱴכ♩◦♥▫ ─ ╛ ─ ─ ⁸ꜟ ╛ꜟכ ─ ⁸

─ ⌂≥⅜⌂↕╣╢╙─≢№╡⁸☿◐ꜙꜞ♥▫─ ≢│⁸☻ⱴכ♩◦♥▫ ≤

⇔≡─☿◐ꜙꜞ♥▫⌐ ∆╢ ה ⌂≥─ⱳꜞ◦כ─ ⁸ ─☿◐ꜙꜞ♥▫

╛ ─☿◐ꜙꜞ♥▫ ꜟכꜟ─ ⁸☿◐ꜙꜞ♥▫ ─ ⌂≥⅜ →╠╣╢⁹ 

 

ⱳ▬fi♩  

ᵑ ꜞ☻◒▪☿☻ⱷfi♩⁸ ╩ꜟ◒▬◘ⱨ▬ꜝ♃כ♦┘ ⇔√⁸ ⅔╟┘◘ⱪꜝ▬

⌐fiכ▼♅ ╢☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ╘╢≤ ⌐⁸☿◐ꜙꜞ♥▫

⁸ ⁸ꜞ☻◒ ╩ ⇔⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ∆

╢⁹ 

ᵒ ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ ≤ ⁸ ─ ⅔╟┘ ╩

∆╢⁹ 

ᵓ ⁸ ♃כ♦ ⁸GDPR ─ ─ ╛⁸∕╣∙╣─

⌐⅔↑╢ ╛ ●▬♪ꜝ▬fi╩ ╩ꜟכꜟ√⇔ ∆╢⁹ 

ᵔ ☻ⱴכ♩◦♥▫ ╩ ∆╢ ≢ ┘ ∆╢ ⌐⅔↑╢ ≤

⌂ ⅔╟┘꜠☺ꜞ◄fi☻ ╩ ∆╢⁹ 

 

 ●Ᵽ♫fi☻─▬ⱷכ☺  
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ᵑꜞ☻◒▪☿☻ⱷfi♩ ╩ꜟ◒▬◘ⱨ▬ꜝ♃כ♦┘ ⇔√⁸ ⅔╟┘◘ⱪꜝ▬♅▼כfi

⌐ ╢☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ╘╢≤ ⌐⁸☿◐ꜙꜞ♥▫ ⁸ ⁸

ꜞ☻◒ ╩ ⇔⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ∆╢⁹ 

 ☻ⱴכ♩◦♥▫─ ה ⌐№√╡⁸ ↕╣╢☿◐ꜙꜞ♥▫ꜞ☻◒⁸╕√∕─ꜞ☻◒

⅜ ⅝ ↓∆ ╩ ⇔⁸≥─╟℮⌂ ╩∆╢⅛⁸≥─╟℮⌂☿◐ꜙꜞ♥▫ ╩

∆╢⅛╩ ∆╢⁹↓─ ─ ╩ꜞ☻◒▪☿☻ⱷfi♩≤™™⁸∕─☿◐ꜙꜞ♥▫ │

∞↑≢⌂ↄ◘ⱪꜝ▬♅▼כfi⌐ ╢ ₁⌂ ⌐⅔™≡╙⁸∕─ ╛ ╩

⇔√℮ⅎ≢ ╡ ╗ ⅜№╢⁹ 

 ╕√⁸☿◐ꜙꜞ♥▫ ╩ ∆╢ ⌐│⁸ ╡ ꜟ◒▬◘ⱨ▬ꜝ♃כ♦─♃כ♦℮

╩ ⇔√℮ⅎ≢⁸◘ⱪꜝ▬♅▼כfi╩ ╘√☿◐ꜙꜞ♥▫ⱳꜞ◦כ╛ ─ ╩ ℮

⅜№╢⁹ ⅎ┌⁸ ≤─ ≢─ ╛ ™⌐ ∆╢ ╩ ⇔√

╩ ⇔⁸ ⌐ ⅜ ⇔√ ≢ ╡ ╖╩ ╘╢↓≤╛⁸☻ⱴכ♩◦♥▫─

⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ꜞ☻◒╩ ™ ⇔⁸ ≤⌂╢ ╩ ∆╢↓≤⌂≥⅜ ⅎ╠

╣╢⁹ 

 

ᵒ ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ ≤ ⁸ ─ ⅔╟┘ ╩ ∆╢⁹ 

ⱦ☻₉⁸כ◘₈  ┘₈ OS₉≢ ↕╣╢◦☻♥ⱶ⌐⅔™≡⁸ ⅜≥─╟℮⌂

╩∆╢─⅛╩ ⌐ ⇔≡⅔ↄ↓≤≢⁸ ─ ⌐ ⅜ ⌐ ╡ ─ ⅜

⅝ↄ⌂╢ ╩ ∆╢⁹ 

╕√⁸☻ⱴכ♩◦♥▫─ ╡ ╖⌐⅔™≡│⁸ ↄ─ ⅜ ⇔⁸⅛≈⁸ ⌂

≤⌂∫≡™╢√╘⁸ ─ ╛ ╩ ⇔⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢

∆╢ ⅜№╢⁹ ⅎ┌⁸ ┘ ∆╢ ⌐⅔↑╢ ☿◐ꜙꜞ♥

▫ ╛ ☿◐ꜙꜞ♥▫ ─ ╛ ™⌐ ∆╢ ╩

⇔√ ╩ ⇔⁸ ⌐ ⅜ ⇔√ ≢ ╡ ╖╩ ╘╢⁹ 

 

ᵓ ⁸ ♃כ♦ ⁸GDPR ─ ─ ╛⁸∕╣∙╣─ ⌐

⅔↑╢ ╛ ●▬♪ꜝ▬fi╩ ╩ꜟכꜟ√⇔ ∆╢⁹ 

≢ ▫♥ꜞꜙ◐☿╛ꜟכꜟ√⇔ ─╖╩ ∆╢ ⁸ ∆═⅝

⅜ ╣≡™√╡⁸ ⅜ ≤⌂∫√╡∆╢ ⅜№╢⁹∕─√╘⁸ ─

╛⁸ ≤⌂╢╟℮⌂☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi ╩ ⇔√ ≢⁸ ꜟכꜟ─

╛☿◐ꜙꜞ♥▫ ╩ ∆╢ ⅜№╢⁹ 

☿◐ꜙꜞ♥▫ ╩ ∆╢ ≢⁸ ∆╢↓≤⅜ ↕╣╢ ╛●▬♪ꜝ▬fi ╩

⌐ ∆╢⁹ 
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♃כ♦  

◘▬Ᵽהכⱨ▫☺◌ꜟה☿◐ꜙꜞ♥▫ ⱨ꜠כⱶ꞉כ◒ 

IoT ☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi 

☻ⱦכ◘♪►ꜝ◒ ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi 

EU ♃כ♦ GDPR 

 

ᵔ☻ⱴכ♩◦♥▫ ╩ ∆╢ ≢ ┘ ∆╢ ⌐⅔↑╢ ≤ ⌂

⅔╟┘꜠☺ꜞ◄fi☻ ╩ ∆╢⁹ 

☻ⱴכ♩◦♥▫╩ ⇔≡™ↄ ≢⁸◦☻♥ⱶ─ ╛ ⅛╠─ ▪◒☿☻⁸

⌂≥─▬fi◦♦fi♩⅜ ⇔√ ⌐⁸ ┘ ∆╢ ⅜ ⌐ ⇔⁸ ⌂

─☻ⱦכ◘ ╩ ℮↓≤⅜ ≢№╢⁹ 

╕√⁸꜠ ☺ꜞ◄fi☻( )╩ ℮⌐№√╡⁸ ╛ ⅜ ⇔√ ⌐⅔↑╢ ╛⁸

⁸ ◦☻♥ⱶ≤─ ╩ ⌐ ∆╢↓≤≢⁸ ⌂ ╩ ℮↓≤⅜ ≤

⌂╢⁹ ⅎ┌⁸☻ⱴכ♩◦♥▫╩ ∆╢ ◦☻♥ⱶ╛ ⁸ ⁸ ╡ ℮ ─

╛ꜞ☻◒─ ⅝↕╩ ∆╢↓≤≢⁸▬fi◦♦fi♩ ─ Ⱶ☻╩ ⅎ⁸ ╛⅛⌂▬

fi◦♦fi♩ ╛ ╩ ∆╢↓≤⅜≢⅝╢⁹ 

 

 ☻ⱦכ◘ .3.2

◌♥◗ꜞ│⁸₈●Ᵽ♫fi☻₉≢ ╘√ ⌐☻ⱦכ◘╩ ≤⇔ ╗◌♥◗ꜞ≢№╡⁸◘

─ꜟ♦⸗☻ⱦ☺Ⱡה☻ⱦכ ☻ⱦכ◘⁸╛ ─√╘─▪ⱪꜞ◔כ◦ꜛfi─ ╡ ⌐≈™

≡ ⅜⌂↕╣╢⁹ 

⌐≥↔ꜟ♦⸗☻ⱦ☻╛ⱦ☺Ⱡכ◘ ╛ ╡ ℮ ⅜ ⌂╢√╘⁸ ⅔⌐☻ⱦכ◘

↑╢ ╢═⅝ ╛ ⌂≥╩ ⇔√ ≢⁸∕╣╠╩ ⌐ ╢√╘─☿◐ꜙꜞ♥▫

╩ ∂╢ ⅜№╢⁹ 

 

ⱳ▬fi♩  

ᵑ ∆╢◘כⱦ☻ ⌐≈™≡⁸ ╢═⅝ ╛ ╩ ∆╢⁹ 

ᵒ ⁸ ה ♠ⱦ☻─◖fi♥fiכ◘⁸≢ ⌐☻ⱦכ◘╛╪↨ ∆╢ ⌂

◖ⱴfi♪ ⌐ ∆╢ ╩ ∆╢ 

ᵓ ▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢ ⌂◖ⱴfi♪╛ꜞ◒◄☻♩ ╩ ╕√│ ∆╢⁹ 
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☺כⱦ☻─▬ⱷכ◘   
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▬ⱷכ☺  

▫♥ꜞꜙ◐☿─ⱦ☻₉כ◘₈   ▬ⱷכ☺ 

 

 

 

ᵑ ∆╢◘כⱦ☻ ⌐≈™≡⁸ ╢═⅝ ╛ ╩ ∆╢⁹ 

 

≢ꜞ◗♥◌─ⱦ☻₉כ◘₈ ↕╣╢ ⁸ ⁸♃כ♦⁸ ◖ⱴfi♪ ╛

ⱪꜝ▬Ᵽ◦כ╩ ╗ ⁸ ∆╢ ╩ ™ ∆⁹⌂⅔⁸ ─

ⅎ™ה ↨╪ ─☿◐ꜙꜞ♥▫─ ≤⇔≡⁸☻ⱴכ◘─▫♥◦♩כⱦ☻╩ ╖ ╛

Ⱳ♇♩≤⇔≡ ─◦☻♥ⱶ ┼─ ⌐ ↕╣╢ꜞ☻◒╛⁸ ☻ⱦכ◘╢∆ ╩

↕╣╢ꜞ☻◒⅜№╢⁹ 
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 ╖◦☻♥ⱶ≢ ∆═⅝ ─  

  

◖fi♥fi♠ ⁸ ⁸ ─ⱴꜟ♅ⱷ♦▫▪♦כ♃ ◖fi♥fi♠

─ ♠fi♥fi◖♩כⱪꜝ▬ⱬ┘╟⅔♃כ♦ ⁸◖

fi♥fi♠ ◖fi♥fi♠ ╙ ∆╢↓≤⅜

 

◙כꜚ ─◙כꜚ  / / / / ◒꜠☺♇♩◌

♪כ ◙כꜚ⁸ ⁸  

 ∕─╙─⌐ ∆╢ ⁸ID⁸◦ꜞ▪ꜟ ID ⁸

 

♁ⱨ♩►▼▪─  ♁ⱨ♩►▼▪⌐ ─ ♃כ♦ ⁸Ⱡ♇♩꞉כ◒

 

♁ⱨ♩►▼▪─  ♁ⱨ♩►▼▪⌐ ─ ♃כ♦ ⁸Ⱡ♇♩꞉כ◒

⁸ ⁸Ᵽכ☺ꜛfi  

♁ⱨ♩►▼▪ OS⁸Ⱶ♪ꜟ►▼▪⁸▪ⱪꜞ◔כ◦ꜛfi ⱨ□כⱶ►▼▪≤ ┌

╣╢↓≤╙№╢  

♃כ♦ ꜡☺♇

◒ 

ה ⱨ▼כ☼≢ ∆╢ ה ─  

β IPA₈ ╖◦☻♥ⱶ─☿◐ꜙꜞ♥▫┼─ ●▬♪₉╩ ⌐  

 

ᵒ ⁸ ה ♠ⱦ☻─◖fi♥fiכ◘⁸≢ ⌐☻ⱦכ◘╛╪↨ ∆╢ ⌂◖ⱴ

fi♪ ⌐ ∆╢ ╩ ∆╢ 

 

ה ⌂ ─ ה  

≢ ╢↑⅔⌐ꜞ◗♥◌─☻ⱦכ◘√⇔ ₁⌂▪ⱪꜞ◔כ◦ꜛfi⌂≥─ ⌐⅔

™≡ ╢═⅝ ╛ ─ ⌐ ⇔⁸ ה ─꜠ⱬꜟ⌐ ∂√ ה

╩ ℮⁹ ה ⌐№√∫≡│⁸ ⌐⅔↑╢ ₁⌂ ╛ ─ ╛⁸

⌂≥─ ⌂ ╙ ≢№╢⁹ 

 

─  

☻ⱦכ◘ ╩ ∆╢ ⅜№╢ ☻ⱦכ◘⁸≤⌂ ⌐ ─

╩ ℮ ⅜№╢⁹ ▪◒☿☻╛⌂╡∆╕⇔┼─ ≤⇔≡⁸

⁸Ɽ☻꞉כ♪ ⁸ IC◌⁸♪כ◒ꜝ▬▪fi♩ ⁸SMS ⁸

╛ ⌐╟╢ ⅜№╢⅜⁸☿◐ꜙꜞ♥▫╩ ╘╢√╘⌐│⁸↓╣

╠─ ⅛╠ ╩ ╖ ╦∑√ ╩ ∆╢↓≤⅜ ╕⇔™⁹╕√⁸

─ ─╒⅛⁸ ∆╢ ─◦☻♥ⱶכ◘הⱦ☻─⌂╡∆╕⇔┼─ ≤⇔≡⁸

∆╢◦☻♥ⱶכ◘הⱦ☻ ≢ ה ╩ ⇔√ ⅜ ≤⌂╢⁹ 
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☻ⱴכ◘▫♥◦♩כⱦ☻─ ≤⇔≡⁸ ה ⌐№√╡Ɽ☻꞉כ♪─ ה

╛⁸ ─♩כⱳה☻ⱦכ◘⌂ ⁸▪◒☿☻ ─ ⁸♁ⱨ♩►▼▪─▪♇ⱪ♦

╩♩כ ∆╢ ⁸ ⌂ ⌐ ∆╢⁹ 

 

   

┼─ ╩ ≤⌂fiꜛ◦כ◔ꜞⱦ☻─◌♥◗ꜞ⌐⅔↑╢▪ⱪכ◘⁸╘√╢∆

≢ ╩♩♇Ⱡכ♃fi▬╛♃כ♦╢∆ ∆╢ ≤─ ╩ ∆╢⁹∕─ ⁸

─ ⌐№√∫≡│⁸₈CRYPTREC ꜞ☻♩( ꜞ☻♩)₉⌂≥≢

↕╣╢ ⌂ ─ ▪ꜟ◗ꜞ☼ⱶ⁸Ɫ♇◦ꜙ ╩ ∆╢⁹ 

 

ᵓ▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢ ⌂◖ⱴfi♪╛ꜞ◒◄☻♩ ╩ ╕√│ ∆╢⁹ 

 

  ▪ⱪꜞ◔כ◦ꜛfi⌐⅔↑╢ ╛ ⌂≥⌐╟╢ ⌂ ⅜ ⇔√ ⁸ ─

╩ ←√╘⌐╕∏ ⌂ ╩ ≢⅝╢╟℮⌐∆╢ ⅜№╢⁹ ⅎ┌⁸ ⅛

╠─ ╩ ↑ ─☻ⱦכ◘⌂℮╟╢↑ ⁸ ─ ⌐☻ⱦכ◘⁸⌐ ⇔≡ ─

╩ ⅎ╢ ⌂◖ⱴfi♪⅜ ╕╣≡™⌂™⅛╩ ∆╢ ⅜№╢⁹ 

 

3.3. OS 

◌♥◗ꜞ│⁸☻ⱴכ♩◦♥▫─◦☻♥ⱶ ─◖▪≤ ≠↑╠╣╢ ≢№╡⁸₈▪☿

♇♩₉⅛╠ ⇔√ ╩ ⁸ ╛ⱦ☻₉כ◘⁸₈⇔ ─ OS┼♦כ♃╩ ∆╢

╩ √∆ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢⁹ 

OS│ ≤⇔≡◒ꜝ►♪ ─ ⅜ ↕╣╢↓≤⅛╠⁸ⱪꜝ♇♩ⱨ◊כⱶ ─

☿◐ꜙꜞ♥▫≤™℮ ⅛╠⁸ ⌂◒ꜝ►♪☿◐ꜙꜞ♥▫─ ╩ ∆╢↓≤⅜ ╘

╠╣≡™╢⁹∕─ ⁸ OS ♃כ♦─≢ ─ ╛⁸ ╡ ─♃כ♦╢™≡∫ ⅜

╘╠╣╢╒⅛⁸ ─◌♥◗ꜞ≤─ ⌐⅔™≡⁸ ─ ⌂™ ♃כ♦≥

─√╘─☿◐ꜙꜞ♥▫ ─ ה ⅜ ◌♥◗ꜞ≢ ╘╠╣╢ ≤⌂╢⁹ 

 ⱳ▬fi♩  

ᵑ ▬fi♃כⱠ♇♩╩ ∆╢ ≤─ │ ∆╢⁹ 

ᵒ ⅛╠ OS┼─ │⁸ ⌂▪◒☿☻ ╩ ∆╢⁹ 

ᵓ OS─ ה ⌐╟╢▪◒☿☻│⁸ ─√╘─ ╩ ℮⁹ 

ᵔ ⌂≥─ ⌂ ╩ ⇔≡™╢ │⁸ ⇔≡ ∆╢⁸ ⌂

│ ∆╢ ⁸ ⌐ ∆╢⁹ 

ᵕ ◘כⱣOS╛Ⱶ♪ꜟ►▼▪⁸♁ⱨ♩►▼▪ ─Ᵽכ☺ꜛfi╩ ⌐ ≈⁹ 

ᵖ ◦☻♥ⱶ─ ╩ ⇔⁸◦☻♥ⱶ⌐ ⅜ ⇔√↓≤╩ ∆╢⁹ 

ᵗ ─ ╩ ⇔⁸ ⌐ ⅜ ⇔√↓≤╩ ∆╢⁹ 
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 OS─▬ⱷכ☺  
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▬ⱷכ☺  

 ₈ OS₉─☿◐ꜙꜞ♥▫ ▬ⱷכ☺ 

 

 

ᵑ ▬fi♃כⱠ♇♩╩ ∆╢ ≤─ │ ∆╢⁹ 

 

   ▬fi♃כⱠ♇♩╩ ∆╢ Ⱡ♇♩꞉כ◒≤─ ─ │⁸ ─№╢ ⌐

↕╣√╡⁸ ╩♃כ♦ ↨╪↕╣√╡∆╢ ⅜№╢√╘⁸API⌐╟╢♦כ♃ ⁸

─≥♩♇☿▪╛☻ⱦכ◘ ╩ ∆╢ ⅜№╢⁹ 

 

ᵒ ⅛╠ OS┼─ │⁸ ⌂▪◒☿☻ ╩ ∆╢⁹ 

 

OS⌐ ∆╢ ╛ ╩ ⇔√◘▬Ᵽכ ╩ ←√╘⌐│⁸ ⅜

⌐ OS⌐▪◒☿☻≢⅝⌂™╟℮⌐⁸ ⌂▪◒☿☻ ╩ ∆╢ ⅜№╢⁹

ⅎ┌⁸ ה ╩ ∆╢⁸ ─♩כⱦ☻╛ⱳכ◘⌂ ╩ ∆╢ ⌐╟

╡⁸ ⌂▪◒☿☻⌐ ∆╢↓≤⅜ ≤⌂╢⁹ 
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ᵓ OS─ ה ⌐╟╢▪◒☿☻│⁸ ─√╘─ ╩ ℮⁹ 

 

OS┼▪◒☿☻ ⌂ ╩ ⌐ ∆╢√╘─ ─ ╖╩ ∆╢⁹⌂

⅔⁸ ─ ≤⇔≡ ⁸Ɽ☻꞉כ♪ ⁸ IC◌⁸♪כ◒ꜝ▬▪

fi♩ ⁸SMS ⁸ ╛ ⌐╟╢ ⅜№╢⅜⁸☿◐

ꜙꜞ♥▫╩ ╘╢√╘⌐│⁸↓╣╠─ ⅛╠ ╩ ╖ ╦∑√ ╩ ∆

╢↓≤⅜ ╕⇔™⁹ 

 

ᵔ ⌂≥─ ⌂ ╩ ⇔≡™╢ │⁸ ⇔≡ ∆╢⁸ ⌂ │

∆╢ ⁸ ⌐ ∆╢⁹ 

 

⌂≥─ ⌂ ╩ ⇔≡™╢ │⁸ ⌐│∕─ ⌐▪◒☿☻≢⅝

╢ ╩ ⇔⁸ ⌐ ∆╢ ⅜№╢⁹ 

⇔⅛⇔⁸ ⌐ ∟ ↕╣√╡⁸ ⌐▪◒☿☻↕╣√╡∆╢ꜞ☻◒╙ ⌐ ≢⅝

⌂™↓≤⅛╠⁸ OS ⌐∕℮™∫√ ╩ ∆╢ ╩♃כ♦│⌐ ⇔≡ ∆╢

⅜№╢⁹ ╩∆╢ │⁸AES128bit ╛⁸SHA- 256bit ⌂≥₈CRYPTREC ꜞ

☻♩( ꜞ☻♩)₉≢ ↕╣≡™╢ ⌂ ⱪ꜡♩◖ꜟ⌐╟╢ ╩

℮⁹ 

 

ᵕ ◘כⱣOS╛Ⱶ♪ꜟ►▼▪⁸♁ⱨ♩►▼▪ ─Ᵽכ☺ꜛfi╩ ⌐ ≈⁹ 

 

Ᵽכ◘ OS╛Ⱶ♪ꜟ►▼▪⁸♁ⱨ♩►▼▪│⁸ ₁ ⅜ ↕╣⁸∕─ ┼─

╩ ∫√Ɽ♇♅⅜ⱬfi♄⅛╠ ↕╣≡™╢⁹ 

 ╩ ∫√ ⌐╟╢ ▪◒☿☻╛ ╩ ™√ ⅛╠◦☻♥ⱶ╩ ∆╢√

Ᵽכ◘⁸⌐╘ OS╛Ⱶ♪ꜟ►▼▪⁸♁ⱨ♩►▼▪─Ᵽכ☺ꜛfi╩ ▪♇ⱪ♦כ♩⇔

∆╢ Ᵽכ◘⁸√╕⁹╢№⅜ OS╛Ⱶ♪ꜟ►▼▪⁸♁ⱨ♩►▼▪─ ⱬfi♄⅛╠ ↕

╣╢ ╩ ⌐ ⇔⁸ ⌐ ∂≡Ɽ♇♅ ─ ╩∆╢⁹ 

 

ᵖ ◦☻♥ⱶ─ ╩ ⇔⁸◦☻♥ⱶ⌐ ⅜ ⇔√↓≤╩ ∆╢⁹ 

 

◦☻♥ⱶ─ ─╖⌂╠∏⁸ ▪◒☿☻╛ ↨╪⁸ ⱪ꜡◓ꜝⱶ─ ♃כ♦⁸

≤™∫√⁸◦☻♥ⱶ┼─◘▬Ᵽכ ⌐╟╢◦☻♥ⱶ ─ ⌐ ⅎ⁸∕─ ╩ ∆

╢√╘─ ╩ ∆╢↓≤⅜ ≤⌂╢⁹ 

 ─ ╩ ⅞⁸◦☻♥ⱶ╩ ↄ ↕∑╢√╘⌐⁸◦☻♥ⱶ─ ╛◦☻♥ⱶ

⌐ ⅜ ⇔√ ⌐ ↕╣╢ꜞ☻◒─ ⅝↕⌐ ∫≡ ⌐ ╩ ℮ ⅜№╢⁹ 
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¶ ◦☻♥ⱶ─ ╩ ⇔⁸◦☻♥ⱶ◄ꜝכ╛ ─ ⌂≥─ ⅜ ⇔√↓

≤⌐ ⅜≈ↄ╟℮⌐∆╢⁹ 

¶ ◦☻♥ⱶ─ ╩ ⇔√ ⌐⁸ ⌐ ∆╢↓≤⅜≢⅝╢╟℮⁸ ⅛╠

╕≢─ ה ╩ ⇔⁸ ⌐ ∂≡ ╛ ⇔╩ ℮⁹ 

 

ᵗ ─ ╩ ⇔⁸ ⌐ ⅜ ⇔√↓≤╩ ∆╢⁹ 

 

ꜞⱨ□꜠fi☻▪⁸│≢ꜗ♅◒♥◐כ OS─ ─ ≈⌐▪☿♇♩ⱴⱠ☺ⱷfi♩⅜

↕╣≡⅔╡⁸ ─ ╙ OS⌐ ╘╠╣╢ ─ ≈≤⌂╢⁹ 

┼─ ▪◒☿☻╛ ⁸ ⌂≥⁸ ⌐ ⅜ ⇔√ ⌐│⁸∕─ ⌐

↑╢↓≤⅜ ≢№╢⁹∕─√╘⌐│⁸ ─ ╩ ╩☻ⱦכ◘⁸⅞ ⌐

↕∑╢√╘⌐⁸ ─ ╛ ⌐ ⅜ ⇔√ ⌐ ↕╣╢ꜞ☻◒─ ⅝↕⌐

™⁸ ⌐ ╩ ℮ ⅜№╢⁹ 

¶ ─ ╩ ⇔⁸ ╛כꜝ◄─ ─ ⌂≥─ ⅜ ⇔√↓≤⌐

↑╢╟℮⌐∆╢⁹ 

¶ ─ ╩ ⇔√ ⌐⁸ ⌐ ∆╢↓≤⅜≢⅝╢╟℮⁸ ⅛╠

╕≢─ ╩ ⇔⁸ ⌐ ∂≡ ╛ ⇔╩ ℮ 

 

3.4. ▪☿♇♩ 

 ⱨ▫☺◌ꜟ ≤ ╩ ≈ ≢№╡⁸ ─√╘⌐ ╩♃כ♦⌂ ⇔⁸₈

OS₉┼ ∆╢◌♥◗ꜞ≢№╢⁹↓↓≢│⁸ ⌂♦Ᵽ▬☻╛⁸₈ OS₉⌐♦כ♃╩ ↕

∑╢√╘─Ⱡ♇♩꞉כ◒╛ ─☿◐ꜙꜞ♥▫⌐≈™≡ ∆╢ ⅜№╢⁹ 

 

 ⱳ▬fi♩  

ᵑ ─ⱨ□כⱶ►▼▪╛♁ⱨ♩►▼▪─Ᵽכ☺ꜛfi╩ ⌐ ≈⁹ 

ᵒ ▬fi♃כⱠ♇♩╩ ∆╢ ≤─ │ ∆╢⁹ 

ᵓ ╩ ⌐ ∆╢⁹ 
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 ▪☿♇♩─▬ⱷכ☺  
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▬ⱷכ☺  

 

 
 ₈▪☿♇♩₉─☿◐ꜙꜞ♥▫ ▬ⱷכ☺ 

 

 

 

ᵑIoT ╛ ─ⱨ□כⱶ►▼▪╛♁ⱨ♩►▼▪─Ᵽכ☺ꜛfi╩ ⌐ ≈⁹ 

 

IoT ╛ │⁸ ₁ ⅜ ↕╣⁸∕─ ┼─ ╩ ∫√Ɽ♇♅⅜

ⱬfi♄⅛╠ ↕╣≡™╢⁹ ╩ ∫√ ⌐╟╢ ▪◒☿☻╛ ╩ ™√

⅛╠ ╩ ∆╢√╘⌐⁸IoT ╛ ─ⱨ□כⱶ►▼▪╛♁ⱨ♩►▼▪─Ᵽ

│fiꜛ☺כ ▪♇ⱪ♦⁸⇔♩כ ∆╢ ⅜№╢⁹╕√⁸IoT ╛ ─

ⱬfi♄⅛╠ ↕╣╢ ╩ ⌐ ⇔⁸ ⌐ ∂≡ ∆╢⁹ 

 

ᵒ▬fi♃כⱠ♇♩╩ ∆╢ ≤─ │ ∆╢⁹ 

 

IoT ≢ ╩♩♇Ⱡכ♃fi▬⁸│♃כ♦√╣↕ ⇔≡₈ OS₉┼ ╘╠╣╢

⅜⁸∕─ ⌐⅔™≡⁸ ─№╢ ⌐ ↕╣√╡⁸ ╩♃כ♦ ↨╪↕╣√╡

∆╢ ⅜№╢√╘⁸₈ OS₉≤─ ╩ ∆╢ ⅜№╢⁹ 

 

ᵓ ╩ ⌐ ∆╢⁹ 

 

IoT ⱦ☻⌐╟∫≡│⁸כ◘⁸│ ∟ ™≡ ⇔√╡⁸ ╛ ⌂≥⌐ ↕

⅜☻כ◔╢∆╡√╣ ∆╢⁹∕℮™∫√ ⌐⅔™≡│⁸ ─№╢ ⌐╟∫≡
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⅜ ↕╣√╡⁸ ⇔√ ⅜ ⌐╟∫≡ ↕╣╢⌂≥⁸ ⌂

╩ ↑╢ ⅜№╢⁹ 

╕√⁸ ⇔√ ⅛╠ ⅜ ⅎ™⇔√╡⁸ ⌂♁ⱨ♩►▼▪╩ ╖ ╪∞ ⅜

↕╣√╡∆╢ ⅜№╢⁹∕─√╘⁸ ⅛╠─ ┼─ ⌂▪◒☿☻│

⌐ ∆╢ ⅜№╢⁹ 

¶ ╛ ⌂≥⌐ ↕╣√ │⁸ ⌐╟╢ ⌂▪◒☿☻╩

∆╢⁹ 

¶ ⅜ ⌐ ↕╣╢ ─ ⌂≥─ ⅜ ⇔√ ⌐ ≢⅝╢╟℮

⌐⁸ ─ ╩ ∆╢⁹ 

 

 

⌂⅔⁸ ─ⱳ▬fi♩≢ →√ᵑ ᵓ│ ⌐ ⌐⅔↑╢ ╩ →≡™╢⅜⁸

⁸ ה ⌐⅔™≡│⁸ᵑ ᵓ⌐ ∆╢ ╩ ∆╢▪☿♇♩╩ ה ∆╢

↓≤⌐ ∆╢⁹ 
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4. ☻ⱴכ♩◦♥▫ ─☿◐ꜙꜞ♥▫  

4.1. ☿◐ꜙꜞ♥▫ ≤☿◐ꜙꜞ♥▫  

4.1.1. ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─  

Society5.0 ─ ─ ≤⇔≡─☻ⱴ⁸│▫♥◦♩כ ⌐ ⌐Ⱡ♇♩꞉כ◒

↕╣⁸ ⌐ ↕╣╢◘ⱪꜝ▬♅▼כfi⌐ ₁⌂ ⅜ ∆╢╟℮⌂ ⅜ ↕╣

╢⁹∕─ ⁸ ⅜ ╡ ╗☿◐ꜙꜞ♥▫ ∞↑≢☻ⱴכ♩◦♥▫ ─☿◐ꜙꜞ♥

▫╩ ⇔≡™ↄ↓≤⌐│ ⅜№╢⁹∕─√╘⁸ ה ⁸ ⁸ ⌂≥─☻ⱴכ♩

◦♥▫─ꜝ▬ⱨ◘▬◒ꜟ─ ⌐⅔™≡⁸ ⅜ ≤⌂∫≡⁸ⱴꜟ♅☻♥כ◒ⱱꜟ

כ♄ ≢ ⌐ ⇔⁸ ⁸ ה ⌐⅔↑╢ ▫♥ꜞꜙ◐☿─☻ⱦכ◘╛

─ ╛ ⌐⅔↑╢ ⌂☿◐ꜙꜞ♥▫ ─ ⁸▬fi◦♦fi♩─ ╩ ⇔

√ ─ ⌂≥⁸ ™ ≢ ╩ ה ∆╢↓≤⅜ ╕⇔™⁹ 

ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ╩∆╢ ≢⁸ ⌐ ∆═⅝ ╩ ⌐ →╢⁹ 

 

ᵑ ☿◐ꜙꜞ♥▫⌐ ∆╢ ─ⱳꜞ◦כ╩ ∆╢ 

ᵒ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ╩ ⇔⁸☻ⱴכ♩◦♥▫ ≤⇔≡─

╩ ∆╢ 

ᵓ ᵑ⁸ᵒ⌐≈™≡⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ⇔⁸ ─╙─≤∆╢ 

 

≢⁸ ∕╣∙╣─ ⌐≈™≡⁸ ⌐ ∆╢⁹ 

 

ᵑ ☿◐ꜙꜞ♥▫⌐ ∆╢ ─ⱳꜞ◦כ╩ ∆╢ 

 

☿◐ꜙꜞ♥▫⌐ ∆╢ⱳꜞ◦כ─ ≤⇔≡⁸☿◐ꜙꜞ♥▫ ♃כ♦╛ ™⌐

∆╢ⱳꜞ◦⁸כꜞ☻◒ ─ ⌂≥⅜ →╠╣╢⅜⁸ ⅎ┌♦כ♃─ ™ ⅜ ⌂

╢↓≤⌐╟╡⁸ ─ ≢ ∆═⅝≢⌂™≤⇔≡™√ ⅜⁸ ─ ⌐⅔™≡

↕╣≡⇔╕℮≤ ⅜☻כ◔√∫ ⅎ╠╣╢⁹╕√⁸ꜞ☻◒ ─ ⅜ ⌂╢↓≤≢⁸

─ ≢ ⇔≤ ⇔≡™√≤↓╤⁸ ─ ⌐⅔™≡ ⅝⌂ ≤⌂∫≡™╢

⅜ ⅎ╠╣╢⁹↓℮™∫√ ╩ ←√╘⌐⁸ ╘ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ⇔

™⁸☻ⱴכ♩◦♥▫ ≤⇔≡─⁸ ─ⱳꜞ◦כ╩ ∆╢↓≤⅜ ╕⇔™⁹ 

 

ᵒ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ╩ ⇔⁸☻ⱴכ♩◦♥▫ ≤⇔≡─

╩ ∆╢ 

 

   ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⅜ ∆╢↓≤⌐╟∫≡ ∆╢ ≤⇔≡⁸ ⅜

⅜☻כ◔℮╕⇔≡∫⌂⌐™╕™№ →╠╣╢⁹ ⅎ┌⁸☻ⱴכ♩◦♥▫─ ⌐⅔™≡
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⅛⇔╠─ ⅜ ⇔√≤⅝⌐⁸∕─ ╩≥─ ⅜ ─ ╩ ™⁸≥─ ⅜

╩ ℮⅛⁸≤™∫√ ╘⅜ ⌐ ╘╠╣≡™⌂™≤⁸ ⅝ √╡┌∫√╡─ ≤

⌂∫≡⇔╕™⁸ ≤⇔≡☻ⱴכ♩◦♥▫ ─ ╛⁸☿◐ꜙꜞ♥▫ כ◘╛

ⱦ☻꜠ⱬꜟ─ ⁸ ⌂▬fi◦♦fi♩ ⌐ ⅜ ∆╢ ⅜№╢⁹↓∟╠⌐≈

™≡╙№╠⅛∂╘ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ⇔ ™⁸ ┘∕╣∙╣─

╩ ⇔⁸ ה ⌐⅔↑╢ ╩ ⇔≡⅔ↄ↓≤≢⁸↓℮™∫√ ⌐ ⇔

≡ ╛⅛⌐ ≢⅝╢╟℮⌐⌂╢⁹ 

 

ᵓ ᵑ⁸ᵒ⌐≈™≡⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ⇔⁸ ─╙─≤∆╢ 

 

   ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⅜ ∆╢↓≤⌐╟∫≡ ∂╢ ╩ ∆╢ ≢ ╙ ≤

⌂╢─⅜⁸ᵑ⁸ᵒ─ ⌐≈™≡⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ≤∆╢↓≤≢№

╢⁹↓℮™∫√ⱳꜞ◦כ╛ ⁸ ≤™∫√ │⁸ ≈─ ≢ ∆╢

╙─≢│⌂ↄ⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ⇔ ™⁸∕╣∙╣─ ⅜ ⌐ ∆

╢↓≤≢ ╘≡ ⅜№╢╙─≤⌂╢⁹☻ⱴכ♩◦♥▫─ⱦ☺Ⱡ☻⸗♦ꜟ⌐╙ ╢⅜⁸

⌐│☻ⱴכ♩◦♥▫─ ╩ ⌐ ─ ╩ ∟⁸☻ⱴכ♩◦♥▫ ─

≤⇔≡ ─ ⁸ ╘≡™ↄ↓≤⅜ ╕⇔™⁹ 

 

 
 ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ─▬ⱷכ☺ 

 

─☻ⱦכ◘╛♃כ♦ .4.1.2 ─  

 ☻ⱴכ♩◦♥▫≤⇔≡╙℮ ≈─ ∆═⅝ ─☻ⱦכ◘╛♃כ♦⁸≡⇔≥ ─

⅜ →╠╣╢⁹ ⌂ ⅜ ⌐ ╦╢☻ⱴ⁸│≡™⅔⌐▫♥◦♩כ ─

─♃כ♦⁸ ⌂≥⁸ ⅜ ™◖fiⱳכⱠfi♩─ ⌐╟╡⁸☻ⱴכ♩◦♥▫
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⅜ꜟⱦ☻꜠ⱬכ◘─ ↕╣╢∞↑≢ ↄ⁸ ─ │◦☻♥ⱶכ◘הⱦ☻─ ╛

⌐ ⅜╡⁸ ≤⇔≡☻ⱴכ◘▫♥◦♩כⱦ☻≤⇔≡─ ⅜ ⌂╦╣≡⇔╕

℮↓≤⌐⌂╢⁹ 

 ∕─√╘⁸ ⌂◘ⱪꜝ▬♅▼כfi ⌐╟╢ ─ ─╒⅛⁸ ╛ⱪꜝ♇

♩ⱨ◊כⱶ⌂≥─◖fiⱳכⱠfi♩ ♃כ♦─ ⌐⅔™≡⁸ ─ ⌂≥⌐╟

╡⁸ ה ─ ╩ ─≡⇔≥☻ⱦכ◘⁸⇔ ╩ ∆╢ ⅜№╢⁹ 

 ╕√⁸ ─◖fiⱳכⱠfi♩╛ ⌐ ∂√ ┼─ ≤⌂╠⌂™╟℮⁸☻ⱴכ♩◦

╩☻ⱦכ◘▫♥ ╢√╘─ SOC CSIRT╩ ⇔⁸ꜞ▪ꜟ♃▬ⱶ≢◘▬Ᵽכ ╛☿◐ꜙꜞ

♥▫▬fi◦♦fi♩─ ╩ ⇔⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⌐ ╩ ™⁸↓╣

╠─ ⌐ ⇔ ╩ ⌐ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ⇔≡ ⇔≡ ↄ↓≤

⅜ ╕⇔™⁹ 
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4.2. ↕╣╢ꜞ☻◒≤☿◐ꜙꜞ♥▫  

ᵑ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⌐⅔↑╢☿◐ꜙꜞ♥▫ⱳꜞ◦כ⌐ ∆╢  

 

 

ᵑ☻כ◔ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢☿◐ꜙꜞ♥▫ ⅜ ⌂╢↓≤≢ ∂╢  

ⱴꜟ♅☻♥כ◒ⱱꜟ♄⁸∟℮─כ♁ⱨ♩►▼▪⁸▪ⱪꜞ◔כ◦ꜛfi ☻ⱦכ◘─ ─

☿◐ꜙꜞ♥▫ ⅜ ∞∫√ ⁸ ◦☻♥ⱶ┼─ ꜡◓▬fi ⅜ ⇔≡╙⁸

☻ⱦכ◘ ⌐╟╢◦☻♥ⱶ┼─▪◒☿☻ ⌐ ∆╢ ⅜ ∆╢⁹∕─ ⁸

⅜ ╣≡ ⅜ ∆╢ ⅜№╢⁹ 

╕√⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢─☿◐ꜙꜞ♥▫ ⌐┌╠≈⅝⅜№╢ ⁸ ⅎ

┌☻ⱴכ♩◦♥▫≢ ╡ ∫≡™╢ ─ ↨╪⅜ ⇔⁸ OSⱬfi♄כ⅜ OS⌐⅔

↑╢ ⌐ ≤⌂╢ ─ ╛ ☻ⱦכ◘⁸╙≡⇔≥√™≡⇔╩ ⅜

ה ─ ╩⇔≡™⌂↑╣┌⁸ ⅜ ╣╢ ⅜№╢⁹∕─ ≤⇔

≡⁸☻ⱴכ♩◦♥▫ ╩ ╛כ♫כ○☻ⱦכ◘╢∆ ┼─ ⅜ כꜚ⁸╣

◙─☻ⱴכ♩◦♥▫ ⌐ ∆╢ ╩ ℮≤™℮ ╙№╡ ╢⁹ 

 

 ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢☿◐ꜙꜞ♥▫ ⅜ ⌂╢↓≤≢ ∂╢  

 

ᵒ☻כ◔ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⌐⅔↑╢ ⌂ ⌐╟∫≡ ∂╢  

ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ⅜ ⌂ ⁸ ─ ↨╪⅜ ⇔√≤⇔≡

╙⁸∕╣∙╣─◖fiⱳכⱠfi♩╩ ∆╢ ─ ╛⁸∕╣∙╣⌐⅔↑╢

⅜ ≤⌂╡⁸ ─ ╛ ╩ ∆╢↓≤⅜≢⅝∏⁸ ≤⇔≡

⅜ ─♃כ♦⁸╣ ╛ ⁸☻ⱴכ♩◦♥▫─ ⌐ ⅜ ∆╢ ⅜№╢⁹ 

 

 

↓╡℮╢  
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ᵑ ╩ ╛כ♫כ○☻ⱦכ◘╢∆ ⁸ ╩ ╘╢⁹ 

ᵒ ⅜⁸☻ⱴכ♩◦♥▫ ⁸╙⇔ↄ│☻ⱴכ♩◦♥▫≢ ⱦ☻↔≤⌐⁸כ◘╢∆

∆╢ ⱬfi♄כ ╩ ⇔⁸ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ≢ ∆╢⁹ 

ᵓ ≡─ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⌐ ⌐⅔↑╢ ╩ ↕∑⁸∕╣╩ⱴꜟ♅☻♥

כ♄ꜟⱱ◒כ ≢ ∆╢⁹ 

ᵔ ⱬfi♄כ ─◦☻♥ⱶכ◘הⱦ☻ ⅜⁸◦☻♥ⱶכ◘הⱦ☻ ─ ╡ ↑

╛ ─√╘─ ⁸☿◐ꜙꜞ♥▫▬fi◦♦fi♩ ─◦☻♥ⱶכ◘הⱦ☻─ ה

─√╘─ ⁸ ╩ ∆╢⁹ 

 

 

ᵑ ⅜⁸ ≡─ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ─☿◐ꜙꜞ♥▫꜠ⱬꜟ╩ ∆╢⁹ 

ה ⌐⅔↑╢ꜞ☻◒ ─  

ה ⌐⅔↑╢◦☻♥ⱶ ╛☿◐ꜙꜞ♥▫ ─ ─  

◒☻ꜞה ╛ ─ ⌂  

ᵒ ⅜ ≤⌂╡⁸☻ⱴכ♩◦♥▫⌐ ∆╢ SOC CSIRT ─ ╩ ╡⁸ⱴꜟ♅☻

כ♄ꜟⱱ◒כ♥ ≢─ ⌂ ╩ ∆╢⁹ 

ᵓ SOC CSIRT⌐⅔™≡⁸ ⌐ ╩ ⇔⁸∕╣╩ ⇔√ ⌂☿◐ꜙꜞ

♥▫ ╩ ╢⁹ 

  

☿◐ꜙꜞ♥▫  
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ᵒ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ⌐ ∆╢  

 

 

☻כ◔  ⌂ ⌐╟∫≡ ∂╢  

≤∕─ ─☻ⱴכ♩◦♥▫ ⌐ ╦╢ ⱬfi♄כ ≤─ ⱦכ◘⁸≢

☻⌐≈™≡ ╩ ℮ ⁸ ╙ ∑≡ ∆╢⅜⁸∕─ ⅜ ∞∫

√ ⁸ ⅎ┌ ─ ⅜ ⇔√ ⁸ ≤ ─ ⅜≥∟╠─ ≢

∆╢⅛⅜ ─⧵⁹╢№⅜☻כ◔℮╕⇔≡∫⌂≥ ⁸ ╩ ╡╕≤╘╢ ⅜ ≤

⌂╡⁸ ⌐ ⅜⅛⅛∫≡⇔╕™⁸ ⅜ ╣≡ ⅜ ∆╢ ⅜№╢⁹╕√⁸

☻ⱦכ◘≥ ─ ≢☻ⱴכ◘▫♥◦♩כⱦ☻⌐≈™≡─ ╩ ™⁸ ─

╩ ╡╕≤╘╢ ╩ ╘≡™√ ☻ⱦכ◘⁸╙≢ ≤∕─ ─ⱬfi♄כ≤─

⌐⅔™≡⁸≥∟╠─ ≢ ∆╢⅛╩ ╘≡™⌂™≤⁸ ⁸ ─ ⌐⅔

™≡ ⌂ ⅜≢⅝∏⁸ ╙☻כ◔℮™≥™⌂⅝≢⅜ ⅎ╠╣╢⁹∕─ ⁸

≤⇔≡⁸ ⌐ ⅜⅛⅛╡⁸ ⅜ ∆╢ ╙№╡ ╢⁹ 

 

 ⌂ ⌐╟∫≡ ∂╢  

 

 

 

 

ᵑ ∕╣∙╣─ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ⌐⅔↑╢☻ⱴכ♩◦♥▫⌐ ∆╢ ⌐⁸

╡ ℮ ⁸ ⁸ ⁸ ⌐≈™≡ ⌐⇔⁸ ∆╢⁹ 

ᵒ ᵑ≢ ⇔√ ╩ ⌐ ⇔⁸ ⇔╩ ℮⁹ 

 

 

ᵑ ◦☻♥ⱶ╛ ─ ╩ ⌐⇔√ ╛ ╩ ∆╢⁹ 

↓╡℮╢  

☿◐ꜙꜞ♥▫  
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ᵒ ⌐⅔™≡ ⁸ ╩ ⇔⁸ ≤⌂╢ ⅜⌂™↓≤╩

∆╢⁹ 
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ᵓ ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ♦╢↑⅔⌐כ♃ ⱳꜞ◦כ⌐ ∆╢  

 

 

ᵑ☻כ◔  ─♃כ♦ ⁸ ⁸ ⅜ ⌂↓≤⅛╠ ∂╢  

ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ≢⁸ OS⌐ ─♃כ♦╢™≡╣↕ ⁸

⁸ ⅜ ⌐ ╘╠╣≡™⌂™ ⁸ ╩ ↕⌂™ ⌐ ↕╣╢⁸

─ ⅜ ⅜☻כ◔√∫™≥╢╣╦ ↕╣╢⁹ ⅎ┌⁸ ≢№╢ ≤ ⇔√

☻ⱦכ◘ ⅜⁸∆≢⌐ OS⌐ ╩♃כ♦♪☼כ꜡◒╢™≡╣↕ ☻ⱦכ◘√⇔

─ ╩ ∆╢ ⅜☻ⱦכ◘─⧵⁸ ─ ╩ ⅎ╢ √∫∞☻ⱦכ◘─≢

☻ⱦכ◘⁸ ⅜ ╩♃כ♦♪☼כ꜡◒⌐ ⇔≡ ╩ →╢↓≤≤⌂╡⁸

⌐ ⌐ ∆╢ ⅜№╢⁹ 

 

ᵒ☻כ◔  ─♃כ♦ ה ™⅜ ⌂↓≤⅛╠ ∂╢  

  ∆≢⌐ OS⌐ ╩♃כ♦╢™≡╣↕ ⇔≡⁸ ⅎ┌ ─☻ⱦכ◘ ╩

∆╢ ⁸ ╡ ⌐♃כ♦℮ ≤⇔≡ ♃כ♦╢╣╦ ♃כ♦ⱪfiכ○ ∞↑≢

⌂ↄ⁸ ╛ ♃כ♦─≤⌂ ♃כ♦☼כ꜡◒ ⅜ ╕╣≡™╢ ⁸

⅜ ≢⅝╢ ⅜ ⇔≡⇔╕℮ ╣⅜№╢⁹ 

 

 

 

 

ᵑ☻ⱴכ♩◦♥▫─ כ♫כ○☻ⱦכ◘╛ ⅜⁸☻ⱴכ♩◦♥▫

≢ ⁸ ↕╣╢ ╩♃כ♦─≡ ⇔⁸ ∆╢⁹ 

ᵒ☻ⱴכ♩◦♥▫ ≢ ╡ ─♃כ♦╢╣╦ ⁸ ⁸ ─♃כ♦⁸

╩ ⇔⁸ ≡─ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ─ ≢ ∆╢⁹ 

ᵓᵒ≢ ⇔√ ╩ ⌐ ⇔⁸ ⇔╩∆╢⁹ 

ᵔ♦כ♃╩ ∆╢ ⌐│⁸ ─♃כ♦╛ ╩ ⌐ ∆╢⁹ 

 

 

ᵑ ╩☻ⱦכ◘─ ∆╢√╘─◦☻♥ⱶ─◘כⱦ☻▬fi ⌐⁸∕╣∙╣─ⱴꜟ♅☻♥

⅜כ♄ꜟⱱ◒כ ╢⅝≢☻☿◒▪┼╖─♃כ♦⌂ ⌐⌂∫≡™╢⅛╩ ∆╢⁹ 

ᵒ OS⅜ ☻ⱦכ◘▫♥◦♩כⱴ☻⁸≡™≈⌐♃כ♦╢∆ ⌐⅔™≡ ≤⌂╢

╩♃כ♦♪☼כ꜡◒─ ⇔⁸ ╩ ℮⁹ 

ᵓ OS⅜ ⁸≡™≈⌐♃כ♦╢∆ ⅜ ≢⅝⌂™╟℮ ⱪכꜟ◓╩ ∆╢

⇔⁸ ≡⇔≥♃כ♦ ╡ ℮⁹ 

ᵔ◦☻♥ⱶ┼─▪◒☿☻─ ה ╩ ℮⁹ 

ᵕ♩ꜝ☻♩◘כⱦ☻ Ⱪ꜡♇◒♅▼כfi ─ ╩ ⇔√⁸ ⌂ ꜞⱦ◘כ꜠♩

♥▫⅜ ↕╣≡™╢ ◦☻♥ⱶ ⁸ ┘∕╣⌐ ∂√☿◐ꜙꜞ♥▫ ╩ ∆

╢⁹ 

☿◐ꜙꜞ♥▫  

↓╡℮╢  
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ᵔ ☿◐ꜙꜞ♥▫ ⌐ ∆╢  

 

 

☻כ◔  ☻ⱴכ♩◦♥▫◦☻♥ⱶ ⅜ ≢⅝⌂™↓≤⌐╟∫≡ ∂╢  

╛כ♫כ○☻ⱦכ◘ ☻ⱦכ◘≡™⅔⌐ ⌐◦☻♥ⱶ ה ╩

⇔≡™╢⅜⁸∕─ ⁸ ₁ ⅜ ─⧵⁹╢№⅜☻כ◔╢∆ ⁸ ₁ ⌐

⇔≡⁸ ⅛╠─☿◐ꜙꜞ♥▫╛◦☻♥ⱶ⌐ ∆╢ ⅜ ⌐ ╦∫≡⅔╠∏⁸

⌂☿◐ꜙꜞ♥▫ ⅜ ╠╣≡⇔╕℮↓≤⅜№╢⁹∕─ ⁸ ₁ ≢ ─

⅜ ∆╢ ⌐╟∫≡⁸☻ⱴכ♩◦♥▫ ≤⇔≡─ ⅛╠─ ⅜ ╦╣≡⇔╕℮

⅜№╢⁹ 

 

 

 

 

ᵑ ╩ ╛כ♫כ○☻ⱦכ◘╢∆ ⁸ ╩ ╘╢⁹ 

ᵒ ⅜☻ⱴכ♩◦♥▫ ⁸╙⇔ↄ│☻ⱴכ♩◦♥▫≢ ♦ⱦ☻↔≤⌐⁸כ◘╢∆

─♃כ ╣≤ ⇔≡™╢◦☻♥ⱶ╩ ∆╢≤≤╙⌐⁸ ╛ ₁ ╩ ╘√

◘ⱪꜝ▬♅▼כfi⌐≈™≡╙ ⇔⁸☻ⱴכ♩◦♥▫◦☻♥ⱶ ─ ╩ ℮⁹ 

 

 

ᵑ ⅜⁸◘ⱪꜝ▬♅▼כfi╩ ╘√ ─☿◐ꜙꜞ♥▫꜠ⱬꜟ╩ ∆╢⁹ 

ה ⌐⅔↑╢ꜞ☻◒ ─  

ה ⌐⅔↑╢◦☻♥ⱶ ╛☿◐ꜙꜞ♥▫ ─ ─  

◒☻ꜞה ╛ ─ ⌂  

ᵒ ⅜ ≤⌂╡⁸☻ⱴכ♩◦♥▫⌐ ∆╢ SOC CSIRT ─ ╩ ╡⁸ⱴꜟ♅

כ♄ꜟⱱ◒כ♥☻ ≢─ ⌂ ╩ ∆╢⁹ 

ᵓ ≢⁸☿◐ꜙꜞ♥▫▬fi◦♦fi♩ ╩ ⇔⁸ ⱳ▬fi♩╛☿

◐ꜙꜞ♥▫ ⅜ ⌂ⱳ▬fi♩╩ ⇔⁸ ⌐ ↑√ ╩ ℮⁹ 

 

ה   ⁸ ₁ ╩ ╘√◘ⱪꜝ▬♅▼כfi ─ ⇔ 

◒☻ꜞ─כ♄ꜟⱱ◒כ♥☻♅ꜟⱴ─╣∙╣⧵ה ┘☿◐ꜙꜞ♥▫ ─  

♩fi◦♦fi▬▫♥ꜞꜙ◐☿ה ─ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ ─ ⁸ ─

 

ה ─ ☻ⱦכ◘╛ ⌐ ↑√ ─  

ה ⌂☿◐ꜙꜞ♥▫▬fi◦♦fi♩ ─  

  

↓╡℮╢  

☿◐ꜙꜞ♥▫  
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SOC CSIRT ⌐⅔↑╢ ⁸ ⁸▬fi◦♦fi♩ ⌂≥─ ⌐≈™≡ 

 ☻ⱴכ♩◦♥▫⌐⅔™≡ ∆═⅝☿◐ꜙꜞ♥▫ ─ ─ │ ≤⌂╢⁹ 

ⱶ♥☻◦─▫♥◦♩כⱴ☻ה ─ ⌂ ─  

─┼ⱶ♥☻◦ה ─  

IoTה ─ ה ─  

IoTה ⅛╠ ╠╣╢▪☿♇♩ ♃כ♦ ─ ─  

♩Ⱡfiכfiⱳ◖ה ─ ─ ┘ ─  

↓╣╠╩ ⇔⁸ ⌂☿◐ꜙꜞ♥▫ ─ ╩ ←√╘⁸꜡◓─ ה ⌂≥╩

™⁸☿◐ꜙꜞ♥▫▬fi◦♦fi♩╩ ⌐ ⇔⁸ ≢ ≢⅝╢ ⌐⌂╢↓≤⅜

↕╣╢⁹╕√⁸ ─ ⅛╠⁸ ⌐ ╩ ™⁸ ⅛≈ ⌂

☿◐ꜙꜞ♥▫ ╩ ℮ ⅜ ╕⇔™⁹∕╣╩ ∆╢√╘⌐╙⁸ ⌂☿◐ꜙꜞ♥▫

╩ ∆╢ SOC CSIRT─ ⅜ ↕╣╢⁹ 

 

  ─  

 

↕╣╢ SOC CSIRT─  

SOC 

¶ ─ /  

¶ ▬fi◦♦fi♩─ /  

CSIRT 

¶ ⁸ ⁸ꜞ☻◒  

¶ ⁸▬fi◦♦fi♩  

¶  
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5. ☿◐ꜙꜞ♥▫ ─  

↓╣╕≢⁸☻ⱴכ♩◦♥▫─ ה ⌐⅔↑╢☿◐ꜙꜞ♥▫─ ⅎ ╛⁸◘ⱪꜝ▬♅▼כ

fi╩ ╘√☻ⱴכ♩◦♥▫─ ה ⌐ ╦╢ ⌐⅔™≡ ∆═⅝☿◐ꜙꜞ♥▫

╩ ⇔≡⅝√⁹ 

≢│⁸☿◐ꜙꜞ♥▫ ─ ⌐◒☻ꜞה ⇔≡⁸☻ⱴכ♩◦♥▫─ ╛◦☻♥

ⱶ ה ⌐ ╦╢ ⅜ ∆═⅝☿◐ꜙꜞ♥▫ ╩ ⇔⁸ ─ ≤∆╢

↓≤╩ ≤⇔≡™╢⁹ 

⌂⅔⁸☿◐ꜙꜞ♥▫ ≢ ⇔√ │⁸№ↄ╕≢ ─ ╩ ∆╙─≢№╡⁸

─ ₁⌂●▬♪ꜝ▬fi ╛ ─ ╩ ╠ ∆╢╙─≢│⌂ↄ⁸ ⌐⅔↑╢◦☻

♥ⱶ─ ╛ꜞ☻◒⁸☿◐ꜙꜞ♥▫ ╩ ה ∆╢ ─ ◖☻♩ ─ ╩

⇔≡☿◐ꜙꜞ♥▫ ╩ ⌐ ⌂☿◐ꜙꜞ♥▫ ╩ ∆╢↓≤⅜ ↕╣╢⁹ 

 

5.1. ☿◐ꜙꜞ♥▫  

☻ⱴכ♩◦♥▫╩ ∆╢ ╛◦☻♥ⱶ ה ⌐ ╦╢ ⅜ ∆═⅝

☿◐ꜙꜞ♥▫ ⌐≈™≡⁸ ─ ≢ ∆╢↓≤╩ ∆╢⁹ 

 

ᵑ ⁸ ⌐⅔™≡⁸☻ⱴכ♩◦♥▫⌐⅔↑╢☿◐ꜙꜞ♥▫─ ⅎ ╛ ⌂☿◐ꜙꜞ

♥▫ ⌐≈™≡ ∆╢⁹ 

ᵒ ⅜ ⇔╟℮≤⇔≡™╢☻ⱴכ♩◦♥▫◦☻♥ⱶ⁸◘כⱦ☻⌐⅔™≡⁸ ╢═⅝

╛ ♃כ♦ ╩ ∆╢⁹ 

ᵓ ⇔√ ╛ ╩┤╕ⅎ⁸ ─☻ⱴכ♩◦♥▫◦☻♥ⱶ⁸◘כⱦ☻⌐⅔™≡ ∆

╢↓≤⅜ ↕╣╢ꜞ☻◒ ↕╣╢▬fi◦♦fi♩╛ ⁸ ╩ ∆╢⁹ 

ᵔ A₈ꜞ☻◒ ₉⅛╠ ∆╢ꜞ☻◒╩ ⇔⁸∕╣⌐ ∆╢ₒ IDₓ╩

∆╢⁹ 

ᵕₒ IDₓ╩ ⌐⁸ ─ ⌂ ╩ B₈☿◐ꜙꜞ♥▫ ₉⅛╠

∆╢⁹ 

╩☻כ◔☻כꜚ⁸⌐ ™√ ╩ ∆⁹ 
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 ☻ⱴכ◔☻כꜚ─▫♥◦♩כ☻ 
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 ꜞ☻◒  

ꜞ☻◒

 

ꜞ☻◒   

R1 ⌂╡∆╕⇔⌐╟╢ ─  CPS.AC- 1⁸CPS.AC- 3⁸CPS.AC- 4⁸CPS.AC- 8⁸CPS.AC-

9⁸CPS.IP- 2⁸CPS.IP- 10⁸CPS.MA- 1⁸CPS.MA- 2⁸

CPS.RA- 2⁸CPS.CM- 6⁸CPS.CM- 7 

☻ⱦכ◘ ⁸ꜝ fi◘ⱶ►▼▪┼─

⌐╟╢◦☻♥ⱶ⅜ ∆╢ 

CPS.RA- 1⁸CPS.RA- 3⁸CPS.RA- 4⁸CPS.RA- 5⁸CPS.RA-

6⁸CPS.RM- 2⁸CPS.DS- 6⁸CPS.DS- 7 

─ ⅜♃כ♦⅝═∆ ↨╪↕

╣╢ 

CPS.AC- 7⁸CPS.AC- 9⁸CPS.DS- 2⁸CPS.DS- 3⁸CPS.DS-

4⁸CPS.DS- 11 

⌂◄fi♥▫♥▫⌐╟╢

─▬fiⱪ♇♩♦ה♃כⱴꜟ►▼▪⌐╟╢

─ ↨╪ 

CPS.RA- 4⁸CPS.RA- 6 

R2 ≢ ⇔≡™╢ ♃כ♦

⅛╠ ∆╢ ─ ∆═⅝♦

⅜♃כ ∆╢ 

CPS.AC- 1⁸CPS.AC- 5⁸CPS.AC- 6⁸CPS.AC- 9⁸CPS.GV-

3 

♃כ♦ ה ◦☻♥ⱶ⅜ ∆╢

↓≤≢⁸ ≢⌂™ ⅜ ↕╣

╢ 

CPS.CM- 3⁸CPS.CM- 4 

R3 ↨╪↕╣√ IoT ⅜Ⱡ♇♩꞉כ◒

↕╣⁸ ╛ ─♃כ♦™⌂≢

⅜ ∆╢ 

CPS.AC- 1⁸CPS.AE- 1⁸CPS.AM- 1⁸CPS.AM- 5⁸CPS.CM-

5⁸CPS.CM- 6⁸CPS.DS- 8⁸CPS.SC- 4 

⌂◄fi♥▫♥▫⌐╟╢

─▬fiⱪ♇♩♦ה♃כⱴꜟ►▼▪⌐╟╢

─ ↨╪ 

CPS.CM- 3⁸CPS.AE- 1⁸CPS.CM- 1⁸CPS.CM- 5⁸CPS.PT-

1⁸CPS.RP- 1 

IoT ┼─ ▪◒☿☻ CPS.IP- 1⁸CPS.PT- 2⁸CPS.DS- 15⁸CPS.RA- 4⁸CPS.RA-

6⁸CPS.SC- 4 

IoT ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─

╩ ⇔√Ⱡ♇♩꞉כ◒ ─ ─

 

CPS.AC- 1⁸CPS.AE- 1⁸CPS.AM- 1⁸CPS.AM- 5⁸CPS.CM-

5⁸CPS.CM- 6 

R4 ⌂╡∆╕⇔ ╩⇔√ ♁◦◐/ⱥ♩/⸗

ⱡ ⅛╠ ╩♃כ♦⌂ ∆╢ 

CPS.DS- 3⁸CPS.AC- 1⁸CPS.AC- 3⁸CPS.AC- 4⁸CPS.AC-

8⁸CPS.AC- 9 
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5.2. ─●▬♪ꜝ▬fiה ┼─  

●▬♪ꜝ▬fi≢│⁸☻ⱴכ▪▫♥◦♩כ◐♥◒♅ꜗ╩ ≤⇔⁸☻ⱴכ♩◦♥▫ ⌐

⅔↑╢☿◐ꜙꜞ♥▫─ ⅎ ╛ ↕╣╢ꜞ☻◒⁸☿◐ꜙꜞ♥▫ ⌐≈™≡ ⇔≡™

╢⁹ 

⁸☻ⱴכ♩◦♥▫▪☿♇♩⌐⅔↑╢ IoT ⁸ ─☿◐ꜙꜞ♥▫ ─ ╩

℮⌐№√∫≡│⁸IoT ─ꜝ▬ⱨ◘▬◒ꜟ ⁸ ⁸ ⁸ ה ⁸ ה

⌐ ╩ ≡ IoT ─ꜞ☻◒≤∕─ ⌐≈™≡ ⌐ ∆●▬♪ꜝ▬fi₈IoT ☿◐ꜙꜞ

♥▫●▬♪ꜝ▬fi₉⅜№╢⁹ 

●▬♪ꜝ▬fi≢│⁸IoT ꜞ☻◒┼─ ≤⇔≡₈IoT ☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi₉

⌐⅔↑╢ ╩ ⌐∆╢≤≤╙⌐⁸₈IoT ☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi₉ ─ ≤─

╩ ∆╢╟℮⌐ ⇔≡™╢⁹╕√⁸☻ⱴכ♩◦♥▫⌐⅔™≡▪ⱪꜞ◔כ◦ꜛfi╛◦☻♥

ⱶ ╩ ∆╢ ≢ ≤↕╣╢☿◐ꜙꜞ♥▫ ╩⁸ B₈☿◐ꜙꜞ♥▫ ₉≢

→≡™╢⅜⁸↓─ ☻ⱦכ◘♪►ꜝ◒₈│ ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ

▬fi₉╛₈NIST SP800- 171₉⁸₈NIST SP800- 53₉⁸₈◘▬Ᵽהכⱨ▫☺◌ꜟה☿◐ꜙꜞ♥▫

ⱨ꜠כⱶ꞉₉◒כ ─●▬♪ꜝ▬fi╩ ⇔≡™╢√╘⁸ ╩ ∆╢↓≤≢⁸

⌐ ⌐ ∆╢↓≤⌐ ∏╢⁹ ●▬♪ꜝ▬fi⌐⅔™≡ ⇔√☻ⱴכ♩◦♥

▫⌐⅔™≡ ∆╢═⅝☿◐ꜙꜞ♥▫ ≤⁸ ╩ ╖ ╦∑⁸╟╡ ⌂☿◐ꜙꜞ

♥▫─ ⌐ ∆╢↓≤╩ ∆╢⁹ 

 ●▬♪ꜝ▬fi 

NIST
Cybersecurit
y Framework

Ver 1.1

NIST SP 800-
171,53

ISO/IEC
27001:2013

A

ISO/IEC
27017:2015

IoT☿◐ꜙꜞ
♥▫●▬♪ꜝ
▬fi Ver 1.0

כ◘♪►ꜝ◒
ⱦ☻ ⌐⅔
↑╢ ☿
◐ꜙꜞ♥▫
●▬♪ꜝ▬
fi 2

☻ⱴכ♩◦♥▫
●Ᵽ♫fi☻הⱴ
Ⱡ☺ⱷfi♩

CPS.AC-1,2,5
CPS.AE-1 5
CPS.AM-2 7
CPS.AN-1 3
CPS.AT-1 3
CPS.BE-1 3
CPS.CM-1,2,6
CPS.CO-1 3
CPS.DP-1 4

CPS.DS-1,11,13
15
CPS.GV-1 4
CPS.IM-1,2
CPS.IP-1,3,7 10
CPS.MI-1
CPS.PT-1
CPS.RA-1 3,5,6
CPS.RM-1,2
CPS.RP-1 3
CPS.SC-1 11

Ừ ủ Ừ ₃ Ừ ủ

☻ⱴכ♩◦♥▫
☺ⱦה☻ⱦכ◘

Ⱡ☻

CPS.AC-1 9
CPS.AE-1
CPS.AM-1 3,5
CPS.CM-1 7
CPS.DS-2 11,13
CPS.GV-3

CPS.IP-1,2,4
6,10
CPS.MA-1,2
CPS.PT-1,2
CPS.RA-1,2,4,6
CPS.RP-1,4
CPS.SC-3,4,8

ủ ủ ₃ ủ

☻ⱴכ♩◦♥▫
OS

CPS.AC-1 9
CPS.AE-1,3
CPS.AM-1,2,5
CPS.CM-1 7
CPS.DP-4
CPS.DS-1 13
CPS.GV-3

CPS.IP-1,2,4
6,10
CPS.MA-1,2
CPS.PT-2,3
CPS.RA-1 6
CPS.RM-2
CPS.RP-1
CPS.SC-3,4,8

ủ ủ ₃ Ừ ₃ Ừ

☻ⱴכ♩◦♥▫
▪☿♇♩

CPS.AC-1 4
CPS.AC-7 9
CPS.AE-1
CPS.AM-1,5
CPS.CM-2,3,5 7
CPS.DS-3,6
8,10,11,13,15

CPS.IP-1,2,4 6
CPS.MA-1 3
CPS.PT-2
CPS.RA-4,6
CPS.SC-3,4,8

ủ ủ Ừ Ừ

◘▬Ᵽהכⱨ▫☺◌ꜟה☿◐ꜙꜞ
♥▫ ⱨ꜠כⱶ꞉כ◒≢─

●▬♪ꜝ▬fi
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☻כ◔☻כꜚ ₈ ₉⁸₈ ₉⁸₈ ₉⁸₈ ₉⁸₈ ₉ ⌐⅔↑╢  
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